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aBStract
Microfinance is a way to fight poverty, and therefore is of high social significance. The microfinance sector in Russia 
is progressing. However, the engagement of microfinance organizations in illegal financial transactions associated 
with fraud, illegal creditors, money laundering, significantly limits their potential and has negative impact on their 
development. The aim of the paper is to study the possibilities to automate detection of unscrupulous microfinance 
organizations based on machine learning methods in order to promptly identify and suppress illegal activities 
by regulatory authorities. The author cites common fraudulent schemes involving microfinance organizations, 
including a scheme for cashing out maternity capital, a fraudulent lending scheme against real estate. The author 
carried out a comparative analysis of the results obtained by classification methods —  the logistic regression 
method, decision trees (algorithms of two-class decision forest, Adaboost), support vector machine (algorithm of 
two-class support vector machine), neural network methods (algorithm of two-class neural network), Bayesian 
networks (algorithm of two-class Bayes network). The two-class support vector machine provided the most 
accurate results. The author analysed the data on microfinance institutions published by the Bank of Russia, the 
MFOs themselves, and banki.ru. The author concludes that the research results can be of further use by the Bank 
of Russia and Rosfinmonitoring to automate detection of unscrupulous microfinance organizations.
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INTRODUCTION
Microfinance organizations are financial 
companies that offer small loans to un-
banked or low income populations. MFOs 
provide microloans, insurance services, 
deposits and other services. These organi-
zations are widespread in Russia, Asia, Eu-
rope, Africa and many other countries.

A. S. Sorokin and V. A. Shilov note that 
microfinance is a way to fight poverty, and 
therefore is of high social significance [1]. 
The microfinance sector in Russia is pro-
gressing, which is presented in the stu dies 
by E. B. Makarova [2], N. B. Balasheva [3], 
V. A. Tsvetkov [4] and other authors [5–7].

The article by Yu. S. Yevlakhova [8] proves 
that the engagement of microfinance or-
ganizations in illegal financial transac-
tions associated with fraud, illegal creditors, 
money laundering, significantly limits their 
potential and has negative impact on their 
development.

Rosfinmonitoring Public Report “Natio-
nal Assessment of the Risks of Money Laun-
dering. Main conclusions” also indicates the 
high risk of using MFOs in money launde-
ring schemes.1

The MFOs vulnerability is partly due to 
the relatively easy registration of these or-
ganizations, as well as their specifics, in 
particular, the ability to legally raise funds 
from legal entities, redistributing them be-
tween individuals.

The Bank of Russia, together with law 
enforcement agencies, the General Prosecu-
tor’s Office and the Federal Financial Moni-
toring Service, is consistently clearing the 
financial sector of unscrupulous organiza-
tions.

The high probability of client default is 
the main risk inherent in the work of mi-

1 Rosfinmonitoring. National assessment of the risks of money 
laundering. Main conclusions. 2017–2018. Rosfinmonitoring 
Public Report. 2018. URL: http://www.fedsfm.ru/content/files/
documents/2018/%D0%BE%D1%86%D0%B5%D0%BD%D0%B
A%D0%B0%20%D1%80%D0%B8%D1%81%D0%BA%D0%BE%
D0%B2%20%D0%BE%D0%B4_5.pdf (accessed on 22.07.2020).

crofinance organizations. The key to their 
success is to issue as much funds as possi-
ble with a minimum default and the lowest 
costs.

The two main money laundering schemes 
involving MFOs are as follows:

•  an attempt on assets that belong to fi-
nancial organizations and are included in 
their main activities;

•  an attempt on assets that belong to in-
vestors and are attracted by financial orga-
nizations in order to steal them in the future.

The main vulnerabilities to money laun-
dering involving MFOs are legal and finan-
cial ignorance of citizens, as well as an in-
sufficient amount of resources necessary 
for effective fight against fraudsters among 
the majority of microfinance market partici-
pants.

The MFO owners and management may 
commit crimes related to attempts on assets 
that belong to investors and are attracted by 
f inancial organizations. Asset withdrawals 
can be disguised as standard procedures for 
issuing loans and raising funds.

The first stage of asset withdrawals is of-
ten falsified reporting, with either reduced 
the real attracted resources or increased mi-
croloans in order to formally comply with 
the established standards and not be ex-
cluded from the register.

ANAlYSIS OF FRAUDUlENT SCHEMES 
INVOlVING MFOS

S. E. Volkov and I. N. Loskutov [9] show some 
fraudulent schemes involving microfinance 
organizations:

Intermediary services. A future MFO 
client is imposed intermediary services that 
supposedly guarantee for borrowed funds. 
For this service, the intermediary company 
charges a commission of up to 50% of the 
loan amount. The intermediary company 
can conclude an agreement with the client, 
stating that the client is obliged to pay a 
one-time registration fee of 5% to 20% of 
the loan amount. Fraudsters may demand to 
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pay for checking the client’s credit history, 
notary services, pay a membership fee in a 
credit cooperative, etc. This “intermedia-
tion” does not actually guarantee the client 
borrowed funds by a microfinance organiza-
tion, and refunds are not provided.

Credit ladder. Supposedly to confirm 
his/her solvency, the client is given small 
amounts of borrowed funds at a high inte-
rest rate, after the next loan is repaid, the 
amount of the next one is increased, and 
the interest is reduced, and so on until the 
desired amount is reached. However, after 
the client pays the penultimate loan, the 
fraudster disappears. The victim ends up 
paying high interest rates without receiving 
the desired loan amount.

Activities of illegal lenders when pro-
viding microloans online. Applying for 
a microloan online on MFO websites, one 
must fill out a questionnaire that can be 
used by fraudsters to collect personal data. 
A potential borrower registers on this web-
site and fills out a questionnaire with per-
sonal data. The victim sends an application 
and receives a message with a refusal of the 
loan and a proposal to reapply. The contact 
details of the registered person are used by 
fraudsters to apply for a loan in real micro-
finance companies that issue money online 
[9].

Now let us consider other common fraud-
ulent and money laundering schemes in-
volving microfinance organizations.

Cashing out maternity capital. Based 
on expert estimates, hundreds of compa-
nies may be involved in schemes for provi-
ding shadow services for cashing out mater-
nity capital. They find troubled families that 
have received a birth certificate and provide 
them with services for cashing these funds.

Citizens are issued with a fake home pur-
chase, usually unsuitable for living or from 
their own relatives (Fig. 1). Then, a loan for 
this transaction is issued in a microfinance 
organization and repaid with a certificate. 
Families receive part of their maternity 

capital in cash, and the intermediary len-
ders get the rest.

Fraudulent lending against real estate. 
An individual needs a loan, but banks refuse 
him/her or offer a loan at a high rate. S/he 
contacts a microfinance organization that 
is funded by private investors or banks. The 
borrower receives the money, and among 
other documents s/he has to sign a mort-
gage on his apartment.

If a client violates the terms of the loan 
agreement, the lender takes the apartment 
under the mortgage. The microfinance or-
ganization sells the apartment to a figurehead 
(holder). When the scandal ends, the MFO 
resells it to a bona fide buyer.

ANAlYSIS OF THE DYNAMICS 
OF REGISTRATION AND lIQUIDATION 

OF MFOS
If the Bank of Russia detects unscrupulous 
microfinance market participants involved 
in dubious transactions, it excludes them 
from the register. As of July 27, 2020, 1,618 
microfinance organizations are registered 
in Russia.2

Moscow is the leader by the number of 
MFOs registered in the territory (Table 1). 
Top ten also includes the Novosibirsk re-
gion, St. Petersburg, Irkutsk region, etc.

In terms of 1 million people living in 
the region (according to Rosstat data as of 
January 1, 2020 3), the Altai Republic, the 
Arkhangelsk and Kostroma regions, and 
others are the leaders (Table 2). Moscow is 
on the 21st place.

To consider the dynamics of excluding 
MFOs from the register and the formation 
of new MFOs by region, we will correlate the 
number of MFOs excluded from the regis-
ter for the entire time and the number of 
existing ones. The leaders of the rating are 
the Chechen Republic (more than 36 MFOs 

2 Bank of Russia. URL: https://www.cbr.ru/microfinance/regis-
try/ (accessed on 27.07.2020).
3 Rosstat. URL: http://www.statdata.ru/largest_regions_russia 
(accessed on 27.07.2020).
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excluded from the register against one ope-
rating), the Yamalo-Nenets Autonomous 
District, Yaroslavl region, the Republic of 
Dagestan, etc. Moscow is on the 12th place 
(almost 8 excluded MFOs against one ope-
rating) (Table 3).

We will now consider the MFO average 
operating time before they are excluded 
from the Register (Table 4).

The MFO lowest operating time before 
exclusion from the register is in the Re-
public of Ingushetia —  14 months. In the 
Chechen Republic, this period is slightly 
longer —  15 months. There are more than 
36 MFOs excluded from the register per one 
operating. Microfinance organizations in 
this region are very unstable.

The MFO greatest average operating 
time before exclusion from the register in 
the Kabardino-Balkarian Republic is 3.5 
years. This period is about three years in the 
Sakhalin and Kaliningrad regions (Table 5).

Against the background of small values of 
the ratio of the number of MFOs excluded 
from the register to the number of operat-
ing organizations, these regions, as well as 

 

Fig. 1. Maternity capital cashing scheme through MFOs
Source: compiled by the author.

Table 1
Top-10 regions by number of MFOs

Region Number of MFOs

Moscow 226

Novosibirsk region 61

St. Petersburg 59

Irkutsk region 53

Arhangelsk region 44

Krasnoyarsk region 44

Rostov region 44

Samara Region 43

Krasnodar region 42

Republic of Bashkortostan 42

Source: compiled by the author based on data from the Bank of 

Russia.
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Table 2
Top-10 regions by number of MFOs per 1 million people

no. Region Number of MFOs Population Number of MFOs per 
1 million people

1 Altai Republic 9 220 181 40.88

2 Arhangelsk region 44 1 136 535 38.71

3 Kostroma region 22 633 385 34.73

4 Republic of Sakha (Yakutia) 28 971 996 28.81

5 Republic of North Ossetia —  Alania 19 696 837 27.27

6 Jewish Autonomous Region 4 158 305 25.27

7 Republic of Khakassia 13 534 262 24.33

8 Tomsk region 26 1 079 271 24.09

9 Amur region 19 790 044 24.05

10 Udmurtia 36 1 500 955 23.98

…

21 Moscow 226 12 615 279 17.91

Source: compiled by the author based on data from the Bank of Russia.

Table 3
Top 10 regions by the number of MFOs excluded from the register to the existing ones

no. Region
Number of MFOs 

excluded from the 
register

Number of MFOs
The ratio of the 

excluded MFOs to the 
existing MFOs

1 Chechen Republic 145 4 36.25

2 Yamalo-Nenets Autonomous District 16 1 16.00

3 Yaroslavl region 79 6 13.17

4 Republic of Dagestan 51 4 12.75

5 Pskov region 12 1 12.00

6 Saratov region 70 7 10.00

7 Volgograd region 99 10 9.90

8 Republic of Tatarstan 335 36 9.31

9 Omsk region 123 14 8.79

10 Kabardino-Balkar Republic 25 3 8.33

…

12 Moscow 1734 226 7.67

Source: compiled by the author based on data from the Bank of Russia.
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the Primorsky Krai and the Astrakhan re-
gion, preserve high stability of the microfi-
nance sector.

DATA AND METHODS
The decision of the Bank of Russia to ex-
clude an MFO from the register may indi-
cate its involvement in shadow financial 
schemes. Automating the detection of un-
scrupulous microfinance organizations 
based on machine learning methods will 
allow regulatory authorities to prompt-
ly identify and suppress illegal activities, 
thereby contributing to the stability of the 
microfinance sector.

We will now examine the likelihood of 
excluding MFOs from the register. For this, 
we downloaded the data from the official 

website of the Bank of Russia.4 We also col-
lected MFO reports that must have been 
published on their websites. The informa-
tion about organizations and the reports is 
supplemented by a rating by banki.ru based 
on the feedback from MFOs clients.

The following indicators were download-
ed for each organization:

•  company name;
•  registration date;
•  date of exclusion from the register;
•  period of activity in months;
•  region;
•  city;
•  activity profile;

4 Bank of Russia. URL: https://www.cbr.ru/microfinance/regis-
try/ (accessed on 27.07.2020).

Table 4
Top 10 regions with the lowest average operating time

Region Average work duration of an 
MFO (months)

Number of MFOs 
excluded from the 

register
Number of MFOs

The ratio of the 
excluded MFOs to 
the existing MFOs

Republic of Ingushetia 14 3 1 3.00

Chechen Republic 15 145 4 36.25

Pskov region 20 12 1 12.00

Altai Republic 21 28 9 3.11

Saratov region 21 70 7 10.00

Republic of Karelia 22 17 5 3.40

Kaluga region 22 20 8 2.50

Moscow 22 1734 226 7.67

Kurgan region 23 24 5 4.80

Tver region 23 29 5 5.80

Source: compiled by the author based on data from the Bank of Russia.
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Table 5
Top 10 regions with the greatest average operating time

Region
Average work 

duration of an MFO 
(months)

Number of 
MFOs excluded 

from the 
register

Number of 
MFOs

The ratio of the 
excluded MFOs to the 

existing MFOs

Kabardino-Balkar Republic 42 25 3 8.33

Sakhalin region 35 29 10 2.90

Kaliningrad region 35 44 11 4.00

Tula region 34 56 10 5.60

Karachay-Cherkess Republic 34 3 2 1.50

Leningrad region 33 28 7 4.00

Primorsky Krai 33 114 35 3.26

Republic of Kalmykia 33 6 3 2.00

Astrakhan region 33 55 11 5.00

Republic of North Ossetia —  Alania 32 20 19 1.05

Source: compiled by the author based on data from the Bank of Russia.
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•  rating;
•  authorized capital as of the end of the 

year;
•  long-term financial obligations;
•  book value of net assets as of the end 

of the year;
•  book value of assets;
•  net interest income;
•  net profit;
•  year of the submitted reports;
•  how many years ago the last reporting 

was submitted;
•  number of founders —  individuals and 

legal entities;
•  location of founders, managers and 

MFOs in different regions;
•  information about the legal entities-

founders in offshores.
Information on these indicators was 

col lected by year  for  the period from 
01.01.2015 to 09.05.2020. The final sample 
included 100 microfinance organizations, of 
which 50 were excluded from the MFO reg-
ister for the specified period.

Logical variable “In the register” has 
been introduced as an MFO sustainability 
indicator. Its two states are defined as fol-
lows:

0 is the organization excluded from the 
register;

1 is the organization in the register.
Consequently, the final list of indicators 

consists of 100 organizations, 19 indica-
tors (listed above) collected over 64 months, 
and the resulting column “In the register”, 
which contains the information about the 
MFOs excluded from the register.

Identifying unscrupulous participants in 
the microfinance market can be viewed as a 
binary classification task. We will consider 
traditional methods and modern algorithms 
that solve classification problems in the 
field of financial monitoring.

logistic regression
Logistic regression is a well-studied and 
widely used method in statistics. In modern 

studies highlighted in publications [10–12], 
logistic regression is used in combination 
with other methods or for comparison [13, 14].

Decision trees
Decision tress are advantageous for solving 
classification problems:

•  efficient in computing and using com-
puter memory, which makes them suitable 
for working with large amounts of data;

•  the choice of functions is integrated into 
the learning and classification processes;

•  are nonparametric models, which al-
lows processing data with different distri-
butions.

The disadvantages of these algorithms 
include the fact that the results may be var-
iable and non-reproductive when the sam-
ple is changed.

To eliminate the disadvantages, the deci-
sion tree ensembles are used. The ensem-
bles are based on a general principle that 
allows you to get the best results by com-
bining several related models. Typically, en-
semble models are more accurate than indi-
vidual decision trees.

There are many different ways to ensem-
ble decision trees. The two-class decision 
forest and the Adaboost algorithm are the 
most efficient for solving financial monito-
ring problems.

Using combined methods for solving 
practical problems is common. [15–17] 
prove this fact.

Vector Machine method
The algorithm was proposed in 1963 by 
Vladimir Vapnik and Aleksei Chervonenkis. 
The Two-class Support Vector Machine cre-
ates a binary classification model by a sup-
port vector machine. A two-class support 
vector machine is a supervised learning al-
gorithm that trains on labeled data.

Neural networks
A lot of different models are based on neu-
ral networks. To solve financial monitoring 
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Fig. 2. Two-Class logistic Regression Classification Model
Source: compiled by the author.

Fig. 3. ROC Curve and Accuracy Ratings for the loregression Model
Source: compiled by the author.
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problems, we will consider the two-class 
neural network algorithm.

Classification using neural networks is a 
supervised learning method and therefore 
requires a tagged dataset that includes a co-
lumn of tags. The Two-class neural network 
algorithm is used to predict binary outcomes, 
such as whether a patient has a specific di-
sease, whether a machine can fail within a 

certain period of time, or whether a particu-
lar financial monitoring object is deviant.

bayes networks
Bayesian networks are mainly used for sol-
ving diagnostic problems. For example, they 
are often used in medicine, credit scoring 
[18–20], and other tasks requiring risk as-
sessment.

Fig. 4. Two-Class Support Vector Machine Classification Model
Source: compiled by the author.

Table 6
AUC indicators for classification algorithms

Classification model

Two-Class 
logistic 

Regression

Two-Class 
Decision 
Forest

Two-Class 
boosted 

Decision Tree

Two-Class 
Neural 

Network

Two-Class 
Support 
Vector 

Machine

Two-Class 
bayes Point 

Machine

AUC ratio 0.824 0.796 0.688 0.833 0.873 0.855

Source: compiled by the author.
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The Two-class Bayes Point Machine algo-
rithm uses a Bayesian approach to linear 
classification, it effectively approximates 
the theoretically optimal Bayesian mean for 
linear classifiers (in terms of generalization 
efficiency) by choosing one “middle” classi-
fier, the Bayes point. Being a Bayesian clas-
sification model, this algorithm cannot be 
over-trained.

ClASSIFICATION RESUlTS
We will demonstrate the classification of 
MFOs based on prepared data using the 
Two-Class Logistic Regression algorithm. Fig. 
2 shows the machine learning diagram.

From the considered classification al-
gorithms the most accurate results were 
shown by the Two-Class Support Vector Ma-
chine algorithm, the AUC ratio was 0.873 
(Fig. 4, 5).

CONClUSIONS
The microfinance sector in Russia is pro-
gressing and therefore is of high social sig-
nificance. Short-term loans can be really 

helpful for citizens to quickly restore the 
financial balance.

However, there is a high risk of microfi-
nance organizations to be involved in ille-
gal financial transactions, fraud and money 
laundering.

Automating detection of  unscrupu-
lous microfinance organizations based on 
machine learning methods will allow for 
promptly identifying and suppressing ille-
gal activities by regulatory authorities.

Comparative analysis of processing data 
on the MFOs activities by classification meth-
ods —  logistic regression, decision trees (two-
class decision forest algorithms, Adaboost), 
support vector machine (two-class support 
vector machine algorithm), neural network 
methods (two-class neural network algo-
rithm), Bayesian networks (algorithm two-
class Bayes network) —  showed that the two-
class support vector machine demonstrates 
the most accurate results. The research re-
sults may be of use to the Bank of Russia and 
Rosfinmonitoring to automate detecting un-
scrupulous microfinance organizations.

 

Fig. 5. ROC curve and accuracy ratios for support vector machine 
Source: compiled by the author.
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