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ABSTRACT
In the field of financial monitoring, it is necessary to promptly obtain objective assessments of economic entities 
(in particular, credit institutions) for effective decision-making. Automation of the process of identifying unscrupulous 
credit institutions based on machine learning methods will allow regulatory authorities to quickly identify and suppress 
illegal activities. The aim of the research is to substantiate the possibilities of using machine learning methods and 
algorithms for the automatic identification of unscrupulous credit institutions. It is required to select a mathematical 
toolkit for analyzing data on credit institutions, which allows tracking the involvement of a bank in money laundering 
processes. The paper provides a comparative analysis of the results of processing data on the activities of credit 
institutions using classification methods — ​logistic regression, decision trees. The author applies support vector machine 
and neural network methods, Bayesian networks (Two-Class Bayes Point Machine), and anomaly search — ​an algorithm 
of a One-Class Support Vector Machine and a PCA-Based Anomaly Detection algorithm. The study presents the results of 
solving the problem of classifying credit institutions in terms of possible involvement in money laundering processes, 
the results of analyzing data on the activities of credit institutions by methods of detecting anomalies. A comparative 
analysis of the results obtained using various modern algorithms for the classification and search for anomalies is carried 
out. The author concluded that the PCA-Based Anomaly Detection algorithm showed more accurate results compared to 
the One-Class Support Vector Machine algorithm. Of the considered classification algorithms, the most accurate results 
were shown by the Two-Class Boosted Decision Tree (AdaBoost) algorithm. The research results can be used by the Bank 
of Russia and Rosfinmonitoring to automate the identification of unscrupulous credit institutions.
Keywords: suspicious transactions; money laundering; bank; credit institution; anomaly detection methods; machine 
learning
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INTRODUCTION
Credit organizations [and other subjects of 
Federal Law No. 115-FZ dated 07.08.2001 

“On Counteracting Legalization (Laundering) 
of Criminally Obtained Incomes and Financing 
of Terrorism” 1] are on the first line in the fight 
against illegal financial activities. They are 
designed to collect and analyze information 
about their clients and their financial 
transactions and report in case of suspicious 
activity in Rosfinmonitoring. However, credit 
institutions can also be involved in illegal 
activities, deliberately covering up shadow 
schemes, or because of a weak internal control 
system.

Money laundering processes affect various 
sectors of the economy and are reflected, for 
example, in the amount of taxes and fees paid, 
money withdrawn abroad, the dynamics of 
the creation and liquidation of Russian legal 
entities, foreign trade, and the general state of 
crime, migration trends, etc.

Rosfinmonitoring is the central link in 
the Russian anti-money laundering system, 
interacting on this issue with other financial 
intelligence units, international organizations, 
federal executive authorities, law enforcement 
agencies, and credit institutions.

In the process of financial monitoring, the 
following negative manifestations can be 
identified on the part and/or in relation to 
credit institutions:

•  using the banking infrastructure to 
organize schemes for the provision of shadow 
financial services and money laundering;

•  withdrawal of funds from the bank — 
for example, the issuance of deliberately 
bad loans before bankruptcy or deliberate 
bankruptcy;

•  bankruptcy of a credit institution.
I n  p r a c t i ce , o n e  h a s  t o  d e a l  w i t h 

a  combination of these components at 

1   Federal Law No. 115-FZ of 07.08.2001 “On  Counteracting 
the Legalization (Laundering) of Criminally Obtained Incomes 
and Financing of Terrorism”. Reference and legal system 
“Consultant Plus”. URL: http://www.consultant.ru/document/
cons_doc_LAW_32834/ (accessed on 04.10.2020).

different degrees of their manifestation. 
Therefore, in the future, we will use the term 

“deviant component of a credit institution’s 
activities”, meaning one or more of the 
negative manifestations described above.

The features of the analysis of financial 
monitoring data and the identification of 
persons and organizations involved in money 
laundering are as follows:

1.  Deviant subjects seek to hide their 
involvement  in  i l legal  act iv it ies  and 
actively disguise themselves as law-abiding 
participants, using modern information 
technologies and expert knowledge of 
professionals in the field of finance, law, etc.

2 .   I n  c o n n e c t i o n  w i t h  C l a u s e  1 , 
Rosfinmonitoring analysts need to analyze 
large volumes of heterogeneous data to 
identify hidden violations.

3.  Carrying out this kind of analysis 
for each object requires from the analyst 
deep professional knowledge and practical 
experience in the subject area, on the one 
hand, and significant time resources, on the 
other.

When analyzing credit  institutions, 
Rosfinmonitoring analysts have to operate 
with large amounts of information. We provide 
some statistics to illustrate this claim.

According to the official information of 
the Bank of Russia, as of 01.01.2020, there 
are 442 credit institutions and 618 branches 2 
operating in the Russian Federation. Bank 
reporting contains hundreds of parameters. 
I n  a d d i t i o n , t h e  fe d e r a l  d a t a b a s e  o f 
Rosfinmonitoring maintains its own records 
of information on each credit institution — up 
to 50 data fields.

In addition to the initial data in the federal 
database of Rosfinmonitoring, statistics 
and additional identification information 
is  generated for each type of object — 
addresses, data of identity documents, etc. 
Rosfinmonitoring’s departmental data is 

2   Reference book on credit institutions. URL: https://www.cbr.
ru/banking_sector/credit (accessed on 14.11.2020).
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enriched with information from various state 
registers, information on the foreign economic 
activity of entities, tax information.

The effectiveness of the anti-money 
laundering system largely depends on 
its ability to timely identify trends and 
patterns in the activities of entities, which 
necessitates the prompt receipt of objective 
assessments of  the work of objects of 
financial monitoring.

Traditionally, state bodies use an approach 
to inspections of objects of supervision, 
which consists of the sequential assessment 
by an expert of one object of inspection after 
another. Such assessments may have expert 
subjectivity [1, 2]. In addition, this approach is 
resource- and time-consuming.

T h e  g r o w i n g  vo l u m e  o f  i n co m i n g 
information (approximately 20% annually) 
leads to a decrease in the efficiency of its 
processing. Those responsible for making 
decisions are forced to work with subjective 
analysis results for long periods of time for 
their receipt [3].

The analysis of  the tasks of Rosfin
monitoring in combating money laundering 
showed that the real need for the number of 
analyzed objects is many times greater than 
the capabilities of analysts. This problematic 
situation requires prioritizing checks.

The diversity of information resources and 
a significant volume exclude the possibility of 
manual processing.

A transition is required from sequential 
expert inspections of individual objects to 
parallel massive automated inspections, 
considering modern methodological and 
instrumental capabilities in the context 
of the digital transformation of public 
administration.

Modern methods of data analysis and 
machine learning can serve as a necessary tool 
for this. And the automation of the process of 
identifying unscrupulous credit institutions 
based on machine learning methods will allow 
regulatory authorities to quickly identify and 
suppress illegal activities.

The problem of money laundering through 
the banking sector is now well understood. 
There are many publications devoted to risk-
based banking supervision in order to combat 
money laundering and terrorist financing, for 
example [4–8]. Much of the research in this 
area is aimed at improving internal control 
rules in banks and introducing know-your-
customer principles. At the same time, the 
deviant component of a credit institution’s 
activities may be associated not only with 
the illegal activities of its clients but also 
with the actions of the bank’s management. 
And studies devoted to automating the 
identification of unscrupulous banks to 
combat money laundering and terrorist 
financing are quite rare. This article is 
intended to fill this gap, since, unlike existing 
studies, it analyzes the issues of automating 
the identification of banks’ involvement in 
money laundering.

Research hypothesis: the diagnosis of 
a bank’s involvement in money laundering 
processes can be carried out using machine 
learning methods.

The aim of the study is to substantiate 
the possibility of using machine learning 
methods and algorithms for the automatic 
identif ication of  unscrupulous credit 
institutions. To do this, it is necessary to select 
a mathematical toolkit for analyzing data on 
credit institutions, which makes it possible to 
diagnose the involvement of a bank in money 
laundering processes.

ANALYSIS OF WORKS OF DOMESTIC  
AND FOREIGN SCIENTISTS  

ON THE APPLICATION OF MACHINE 
LEARNING METHODS

The problem of identifying deviant objects of 
financial monitoring — shell companies, banks 
acting as platforms for money laundering, 
credit  organizat ions  on the  verge  of 
bankruptcy and withdrawal of financial assets, 
unscrupulous participants in the securities 
market — can be approached as a classification 
problem.

FINANCIAL MONITORING
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Let us turn to the methods and algorithms 
that allow us to solve similar problems in the 
field of financial monitoring.

Logistic regression
Logistic regression is a well-studied and 

widely used technique in statistics. In modern 
studies, highlighted in publications [9–11], 
logistic regression is used in combination with 
other methods or for comparison with them 
[12, 13].

Decision trees
Decision trees have a number of advantages 

when solving classification problems:
•  eff ic ient  in  computing and using 

computer memory, which makes them suitable 
for working with large amounts of data;

•  the choice of functions is integrated into 
the learning and classification processes;

•  non-parametric models, which allows 
processing data with different distributions.

One of the significant tasks in solving 
classification problems is the imbalance of 
classes. This research is devoted to its solution 
[14–18].

A Two-­Class Decision Forest is a concrete 
implementation of a decision forest that 
works by building multiple decision trees 
and then voting for the most popular 
output class. Voting is one of the most well-
known methods of obtaining results in the 
ensemble model. Trees with high prediction 
confidence will have more weight in the final 
ensemble solution. Decision forest has been 
successfully used in socio-economic research. 
The study [19], which deals with the issues 
of energy supply to the population is an 
example of it.

The AdaBoost algorithm creates an ensemble 
of weak classifiers that are called in a cascade, 
each subsequent tree corrects the errors of the 
previous one, and the predictions are based 
on a set of trees. The AdaBoost algorithm has 
been successfully used in research data in the 
field of healthcare [20], the lending [21], and 
detecting fraud with bank cards [22, 23].

Support vector machine
A Two-­Class Support Vector Machine creates 

a binary classification model using a support 
vector machine algorithm. The Two-Class 
Support Vector Machine is a  supervised 
learning algorithm for tagged data.

Neural networks
Classification using neural networks is 

a supervised learning method and therefore 
requires a  tagged dataset that includes 
a tag column. A Two-­Class Neural Network 
algorithm is used to predict binary outcomes, 
such as whether a  patient has a  specific 
disease, whether a machine might fail within 
a certain period of time, or whether there are 
deviations from a specific financial monitoring 
entity.

Bayesian networks
Bayesian networks are mainly used for 

solving diagnostic problems. For example, 
they are often used in medicine, credit scoring 
[24, 25], and in other tasks requiring risk 
assessment.

The Two-­Class Bayes Point  Machine 
algorithm uses a Bayesian approach to linear 
classification, it effectively approximates 
the theoretically optimal Bayesian mean for 
linear classifiers (in terms of generalization 
efficiency) by choosing one “mean” classifier, 
the Bayesian point.

Combined methods
Combining classification algorithms in 

solving practical problems can also show good 
results, with examples presented in studies 
[26–28].

The paper [29] proposes the concept of 
combining boost algorithms and support 
vector machines, which has shown high 
performance. In [30], the use of ensemble 
learning based on XGBoost for processing data 
from wearable sensors about the actions of 
the elderly was investigated.

The article [31] proposes a  combined 
classifier using a support vector machine, 
PCA-based, and k-nearest neighbors algorithm 
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methods for data processing in a gas analyzer. 
The work [32] studied the efficiency of 
ensembles of classifiers in the problems of 
predicting customer churn.

Anomalies detection
Another promising direction for solving 

financial monitoring problems is detecting 
anomalies. This group of methods has become 
widespread in modern conditions.

The problems of anomalies detection 
require knowing the set of values of the 
features x(1), x(2),…, x(m), in order to find objects 
that are very different from others. The 
most popular anomaly detection tasks are 
identifying fraudulent transactions [22, 33–35], 
technical problems [36], detecting network 
intrusions, checking the values entered into 
the system, finding tax violators, etc.

A One-class Support Vector Machine creates 
a model that trains on data that has only one 
class, which is “non-anomalous”. It displays 
the properties of “non-anomalous” cases and 
from these properties can predict which cases 
differ from the usual ones.

A PCA-Based Anomaly Detection algorithm 
analyzes the available data to determine 
what constitutes a “normal” class and applies 
distance metrics to detect anomalies [37, 38]. 
To detect anomalies, the projection of the 
values onto the eigenvectors is computed 
together with the normalized recovery error. 
Normalized error is used as an indicator of 
anomaly. The higher the error, the more 
anomalous the case is.

Classification algorithms are widely used 
for data analysis in medicine and healthcare 
[39–41].

Thus, we can conclude that any subject 
area has specific features, and the solution 
of practical problems requires the choice of 
a mathematical apparatus, and therefore this 
study is relevant.

RESEARCH METHODOLOGY
The sample of data for analysis included 
334 credit institutions, 51 of them had their 

licenses revoked. The indicators of the bank 
reporting form No. 101 are investigated, in 
particular, the following groups of indicators 
are considered:

•  investments in securities;
•  investments in the capital of other 

organizations;
•  loans to individuals;
•  loans to enterprises and organizations;
•  overdue debt;
•  fixed assets and intangible assets;
•  other assets;
•  deposits of individuals;
•  funds of enterprises and organizations.
The data slice is analyzed three months 

before the license revocation — based on 
the long-term practice of combating money 
laundering, this period was considered 
optimal, since, on the one hand, the deviant 
component of the bank’s activities has 
time to manifest itself. clearly (it has been 
experimentally established that it begins to 
manifest itself about 6 months before the 
license is revoked), and on the other hand, 
there is still a sufficient margin of time for 
taking measures.

A number of experiments were carried out 
on data processing using binary classification 
algorithms:

•  Two-Class Boosted Decision Tree;
•  Two-Class Support Vector Machine;
•  Two-Class Logistic Regression;
•  Two-Class Decision Tree;
•  Two-Class Neural Network;
•  Two-Class Bayes Point Machine.
And for anomaly detection the One-Class 

Support Vector Machine and PCA-Based 
Anomaly Detection algorithms were used.

To determine the quality of the resulting 
models, we will use the ROC curve (Receiver 
operating feature) — this is a graph that 
allows us to assess the quality of a binary 
classification. The ROC curve displays the 
ratio between the proportion of objects from 
the total number of feature carriers, correctly 
classified as bearing a feature, and the share 
of objects from their total number, which do 
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not carry a feature, erroneously classified as 
carrying a feature.

A quantitative interpretation of the ROC 
curve is provided by the AUC (area under the 
ROC curve) indicator — the area bounded by 
the ROC curve and the axis of the proportion 
of false-positive classifications [42–44]. The 
higher the AUC, the better the algorithm, the 
equality of the indicator 0.5 is equivalent to 
random fortune-telling.

The experiments were carried out on the 
Microsoft Azure Machine Learning Studio 
platform. MS Azure ML  implements the 
capabilities of data analysis by various 
methods, including methods of classification, 
regression, cluster analysis, and anomaly 
search.

RESEARCH RESULTS
Let us demonstrate the classification of 
banks by prepared data using the two-class 
strengthened decision tree algorithm.

Fig . 1  shows the  ROC  cur ve  of  the 
constructed model; the value of the accuracy 
index AUC is 0.746.

Let’s construct a Two-Class Support Vector 
Machine model for comparison (Fig. 2).

The AUC indicator for the constructed 
model is 0.619.

We will now build a Two-Class Logistic 
Regression and Two-Class Decision Tree 
models. The ROC curves are shown in Fig. 3.

The accuracy index of the AUC models is 
0.588 for the Two-Class Logistic Regression 
model and 0.538 for the Two-Class Decision 
Tree, respectively.

Let’s build a model of a Two-Class Neural 
Network. The ROC curve and accuracy index 
are shown in Fig. 4. The accuracy index of the 
AUC models is 0.654. We note that the neural 
network is built for three hidden layers. An 
increase in the number of hidden layers led to 
a deterioration in the quality indicators of the 
model’s accuracy.

 

 
 Fig. 1. ROC curve and accuracy metrics for a Two-Class Boosted Decision Tree model

Source: compiled by the author.
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Fig. 2. ROC curve and accuracy metrics for a Two-Class Support Vector Machine model
Source: compiled by the author.

Fig. ROC curves for Two-class Logistic Regression and Two-Class Decision Tree models
Source: compiled by the author.
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Fig. 4. ROC curve and accuracy metrics for a Two-Class Neural Network
Source: compiled by the author.

Fig. 5. ROC curve and accuracy metrics for a Two-Class Bayes Point Machine
Source: compiled by the author.
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Let’s build a model of a Two-Class Bayes 
Point Machine. The ROC curve and accuracy 
index are shown in Fig. 5. The accuracy index 
of the AUC models is 0.708.

Now let’s look at anomaly detection 
algorithms — a One-Class Support Vector 
Machine and a PCA-Based Anomaly Detection 
algorithm. ROC curves for the One-Class 
Support Vector Machine and the PCA-Based 
Anomaly Detection models are presented in 
Fig. 6. The accuracy index of the AUC models 
is 0.683 for the One-Class Support Vector 
Machine model and 0.739 for the PCA-Based 
Anomaly Detection algorithm, respectively.

Table 1 shows the quality indicators of all 
models.

It can be concluded that the most accurate 
results were given by the Two-Class Boosted 
Decision Tree algorithm, and the PCA-Based 
Anomaly Detection algorithm method gives 
more accurate results compared to the One-
Class Support Vector Machine algorithm.

Below are the predicted probabilities 
of license revocation obtained using the 
Adaboost  algorithm. Table  2  presents 
comparison results.

To assess the quality of the results, 50 
credit institutions without deviations 
with a  good reputation and 100 credit 
i n s t i t u t i o n s  k n o w i n g l y  i n v o l v e d  i n 
suspicious transactions were expertly 
selected. The greater number of objects 
with the lowest rating values is justified 
by the fact that in the tasks of financial 
monitoring, as a rule, it is required to find 
exactly deviant objects.

Of the 100 credit institutions identified 
as “deviant” (51 credit institutions had their 
licenses revoked within three months, another 
46 banks had their licenses revoked within 
4–10 months), Adaboost also classified 82 
credit institutions as deviant.

Of the 50 lending institutions identified as 
“non-deviant”, Adaboost classified 50 banks as 
“non-deviant”.

Thus, the false positive rate for Adaboost 
will be:

False Positive Rate = FP/(TN + FP) = 0/(50 + 
+ 0) = 0.

The false negative rate will be:
False Negative Rate = FN/(TP + FN) = 18/(82 + 

+ 18) = 0.18.

 Fig. 6. ROC curves for One-Сlass Support Vector Machine models and PCA-Based Anomaly Detection method
Source: compiled by the author.
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Table 1
AUC metrics for algorithms for detecting deviations in the activities of credit institutions

Anomaly detection algorithms Classification algorithms

One-Сlass 
Support 
Vector 

Machine

PCA-Based 
Anomaly 
Detection

Two-Class 
Logistic 

Regression

Two-Class 
Decision 

Tree

Two-Class 
Boosted 
Decision 

Tree

Two-
Class 

Neural 
Network

Two-Class 
Support 
Vector 

Machine

Two-Class 
Bayes Point 

Machine

AUC value 0.683 0.739 0.588 0.538 0.746 0.654 0.619 0.708

Source: compiled by the author.

Table 2
The results of the assessment of credit institutions (fragment of the table)

Bank Has the license been revoked by the 
Bank of Russia

Is the bank deviant according to the 
AdaBoost algorithm

Sberbank Not revoked Non-deviant

VTB Bank Not revoked Non-deviant

Raiffeisenbank Not revoked Non-deviant

Bank GPB Not revoked Non-deviant

Alfa-Bank Not revoked Non-deviant

ROSBANK Not revoked Non-deviant

Rosselkhozbank Not revoked Non-deviant

…

АО KB BRT Revoked Non-deviant

Bank RKB Revoked Deviant

AKB GAZSTROYBANK Revoked Deviant

KB TETRAPOLIS Revoked Deviant

KB MVKB Revoked Deviant

KB MEZHTRASTBANK Revoked Deviant

KB Prisko Capital Bank Revoked Deviant

Source: compiled by the author.
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CONCLUSIONS
The article defines the specificity of the 
analysis of objects of financial monitoring, 
in particular, credit institutions, which is 
due to the high latency of deviant entities 
and their activities, the large volume and 
heterogeneous nature of  information 
requiring analysis and interpretation, high 
requirements for professional knowledge and 
practical experience of expert analysts, and 
also significant time expenditures for the 
analysis of each individual subject.

In the field of financial monitoring, in order 
to make effective management decisions, it 
is necessary to promptly obtain objective 
assessments of economic entities (in particular, 
credit institutions), which, taking into account 
the specifics of the subject area, excludes 
a sequential manual check of the activities 
of entities. Automation of the process of 
identifying unscrupulous credit institutions 
based on machine learning methods will allow 
regulatory authorities to promptly identify and 
suppress illegal activities.

In order to automate the analysis of 
data on credit institutions, a mathematical 
toolkit has been selected that makes it 
possible to diagnose the involvement 
of  a   bank in  the  processes  of  money 
laundering. For this, a comparative analysis 
of the results of processing data on the 
activities of credit institutions was carried 
out using classification methods — logistic 
regression, decision trees (Two-Class 
Decision Forest algorithms, Adaboost), 
support vector machine (Two-Class Support 
Vector Machine algorithm), neural network 
methods  (Two- Class  Neural  Network 
a lgor i thm), Bayes ian  networks  (Two-
Class Bayes Point Machine algorithm) and 
anomaly detection — One-Class Support 
Vector Machine algorithm and PCA-Based 
Anomaly Detection algorithm.

The PCA-Based Anomaly Detection 
algorithm showed more accurate results 
compared to the One-Class Support Vector 
Machine algorithm. Of the considered 
classification algorithms, the most accurate 
results were shown by the Two-Class Boosted 
Decision Tree algorithm (Adaboost).

This confirms the hypothesis of the 
study on the possibility of diagnosing the 
involvement of a bank in the processes of 
money laundering using machine learning 
methods.

The above research results can be used by 
the Bank of Russia and Rosfinmonitoring to 
automate the identification of unscrupulous 
credit institutions.
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