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ABSTRACT
Restrictive measures, or so-called “sanctions”, were introduced by the countries of the European Union against the Russian
Federation, its citizens, and legal entities in 2014. The introduction of restrictive measures was initially seen as a threat
to Russia’s economic security and sovereignty, so the Russian authorities were forced to respond by introducing retaliatory
measures, or counter-sanctions. The subject of this article is the various possibilities for defending or challenging the
imposed restrictive measures provided for by the legislation of the European Union and its member States, as well
as the most famous and significant cases of appealing against these sanctions. The aim of the study is to systematize
various ways of challenging restrictive measures in the bodies of the European Union, to develop a mechanism for such
a challenge, as well as to collect statistical information on completed cases in which sanctions against certain persons
were successfully challenged, or the lifting of restrictive measures was refused. The relevance of the topic is expressed
in the unrelenting pressure of foreign states on the sovereignty and economic security of Russia. The scientific novelty
is due to the lack of systematic research on the mechanisms for challenging sanctions. The authors apply descriptive,
historical, and comparative analysis methods. The authors identified a certain mechanism of opportunities and tools for
challenging restrictive measures in the bodies of the European Union, as well as defined a chain of actions to launch an
appeal mechanism for certain restrictive measures. The authors conclude that stakeholders should initiate and participate
in sanctions appeal procedures as there is good practice in lifting restrictive measures.
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INTRODUCTION

The mechanism for the introduction of
restrictive measures by some states against
others has long been known to world history.
In particular, in the second half of the
twentieth century, various restrictions were
imposed on the countries of the socialist
camp (primarily the USSR), motivated by
political reasons [1]. However, the term
“sanctions” again acquired its relevance in
the context of international politics and law
in 2014, when the United States (which is the
leading state in terms of the number of cases
of sanctions against other states [2]), and then
the European Union imposed them against the
Russian Federation, individual sectors of the
country’s economy, as well as individuals and
legal entities registered in Russia, a number of
measures restricting their rights and freedoms
[3].

It should be noted that the introduction
of restrictive measures into the system of
the modern world economy, as well as the
expansion of international cooperation, can be
regarded as a threat to the economic security
of the state, against whose citizens and legal
entities sanctions have been imposed. The
specified state begins to lose its positions in
international trade, politics and may become
dependent on other states and supranational
entities, which ultimately is an indirect
encroachment on state sovereignty.

At the moment, a number of individuals
and legal entities are limited in capacity
on the territory of European states, their
financial assets and property are “frozen”
for an indefinite period. Opportunities for
international trade and economic cooperation
have been significantly reduced as the
sanctions imposed on so-called “dual-use”
goods affect many types of equipment widely
used for peaceful purposes. Commercial
enterprises, both in Russia and in the EU
countries, suffer significant losses due to
these circumstances.

The inexorable pressure of restrictive
measures, the lack of dialogue on their
possible cancellation or mitigation, the
widely publicized initiatives to introduce new
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sanctions make us look at the mechanisms
available in the EU legislation to counter such
sanctions from the parties concerned. In this
article, the authors consider the reasons, the
procedure for introducing various sanctions
within the European Union, and also analyze
in detail the possible ways to challenge the
already introduced restrictive measures. Thus,
the procedure for submitting a request for
the revision of restrictive measures to the
Council of the European Union is considered,
as well as many practical examples of judicial
appeal of sanctions. The authors conducted
an extended analysis of both the theory of
appealing against restrictive measures and
the practice of using such mechanisms, which
made it possible to form a certain map of
actions of persons interested in the abolition
of the restrictive measures imposed on them
and who wish to challenge the EU acts on the
introduction of such sanctions.

I.EU SANCTIONS
General description of EU restrictive measures
Consideration of the sanctions imposed by
the EU seems most appropriate to start with a
brief analysis of the legal framework govern-
ing their imposition. Thus, the basis for the
introduction of restrictive measures is Article
29 of the Treaty on European Union (hereinaf-
ter referred to as the “TEU”)! and Article 215
of the Treaty on the Functioning of the Eu-
ropean Union (hereinafter referred to as the
“TFEU”).2 These norms give the Council of the
EU the right to determine the policy of the en-
tire organization on certain issues, which may
include a complete or partial restriction of re-
lations with third countries. If such a decision
is taken by a qualified majority, the Council
of the EU notifies the European Parliament
and receives the right to impose sanctions on
persons representing these states. As noted
on the official website of the EU on sanctions,

! Article 29 of the Treaty on European Union. URL: https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=celex%3A12012M%2FTXT
(accessed on 15.04.2021).

% Article 215 of the Treaty on the Functioning of the European
Union. URL: https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex%3A12012E%2FTXT (accessed on 15.04.2021).
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these restrictions are introduced to protect the
goals of the creation of the EU (enshrined in
Articles 3 and 21 of the TEU), to ensure peace,
support the principles of democracy, the rule
of law, human rights and international law, as
well as conflict prevention and ensuring inter-
national security.?

An important feature of restrictive mea-
sures in the practice of the EU is the possi-
bility of choosing specific types of sanctions,
depending on the stated purpose of their in-
troduction and potential effectiveness.

In Article 14 of the Guidelines for the Ap-
plication and Evaluation of Restrictive Mea-
sures (Sanctions) in the Framework of the
Common Foreign and Security Policy of the
European Union (hereinafter referred to as
the “CFSP”) (hereinafter referred to as the
“Guidelines”) provides an open list of existing
restrictions, including:

The introduction of restrictive
measures into the system of the
modern world economy, as well

as the expansion of international
cooperation, can be regarded as a
threat to the economic security of the
state, against whose citizens and legal
entities sanctions have been imposed.

« “freezing” of funds and other assets;

e a ban on the provision of financial ser-
vices;

e a ban on the provision of financial ser-
vices;

e other export-import restrictions;

 a ban on the organization of air transpor-
tation.*

5 Sanctions: how and when the EU adopts restrictive measures.
URL: https://www.consilium.europa.eu/en/policies/sanctions/
(accessed on 15.04.2021).

4 Article 13 of Guidelines on implementation and evaluation
of restrictive measures (sanctions) in the framework of the
EU Common Foreign and Security Policy (doc. 5664/18). URL:
https://data.consilium.europa.eu/doc/document/ST-5664—
2018-INIT/en/pdf (accessed on 15.04.2021).
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The freedom to choose specific sanctions is
also regulated by the provisions of Article 29
TEU, therefore, each case of imposition of re-
strictions by the EU deserves separate consid-
eration to determine the validity and propor-
tionality of the sanctions applied to the objec-
tively existing degree of threat of a particular
subject to the provisions of the CFSP.

In fact, sanctions are the key instrument
of the CFSP. Their effect can be described by
the formula “through the private to the pub-
lic” since in the vast majority of cases spe-
cific restrictions are imposed precisely on
citizens and organizations of the target state.
At the same time, Appendix 1 to the Guide-
lines states that sanctions are a non-punitive
measure of restraint.’ It should be noted that
this statement must be interpreted taking
into account the provisions of Article 13 of
the Guidelines, according to which restric-
tive measures should be directed at entities
responsible for the implementation of state
policy or actions (as well as their support and
receiving any dividends from them) that led to
the decision to impose sanctions on the part
of the EU.®

Thus, in order to impose sanctions, appro-
priate actions are required on the part of a
particular entity, which must be justified when
making an appropriate decision, and preven-
tive action is seen as preventing further illegal
behavior and minimizing its negative conse-
quences for the EU and its member states.

When characterizing the restrictive mea-
sures, one should also mention the guarantees
provided by the EU legislation to protect the
rights and legitimate interests of the entities
subject to sanctions. Such guarantees, in ad-
dition to the aforementioned obligation of the
EU Council to provide a full and appropriate

5 Annex I: Recommendations for working methods for EU
autonomous sanctions to Guidelines on implementation and
evaluation of restrictive measures (sanctions) in the framework
of the EU Common Foreign and Security Policy (doc. 5664/18).
URL: https://data.consilium.europa.eu/doc/document/
ST-5664-2018-INIT/en/pdf (accessed on 15.04.2021).

¢ Article 13 of Guidelines on implementation and evaluation
of restrictive measures (sanctions) in the framework of the
EU Common Foreign and Security Policy (doc. 5664/18). URL:
https://data.consilium.europa.eu/doc/document/ST-5664—
2018-INIT/en/pdf (accessed on 15.04.2021).
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justification for imposing a sanction against
each person, should include compliance with
international law when introducing restrictive
measures (Article 9 of the Guidelines), com-
pliance with international obligations of the
EU and its member states (Article 11 of the
Guidelines), limiting the possibility of apply-
ing the decision to minor family members (Ar-
ticle 18 of the Guidelines) and the temporary
nature of the sanctions (Article 31-37 of the
Guidelines).” The obligation of the Council of
the EU to constantly monitor the situation and
amend its decisions in the event of a change
in the political situation can be illustrated,
among other things, by the example of anti-
Russian sanctions, decisions on the extension
of which are made on a regular basis from the
moment they were introduced.?

At the same time, EU legislation provides
the authorities with a sufficient degree of free-
dom in deciding whether to impose sanctions
on specific entities and allows them to extend
their effect to a de facto unlimited circle of
persons whose influence on decision-making
at the state level can vary significantly. This
approach leads to a significant number of cas-
es challenging decisions to impose sanctions,
which are discussed in more detail in the sec-
ond section of this article. The analysis of law
enforcement practice is preceded by a brief re-
view of the current EU sanctions policy.

Countries and organizations which are
currently subject to EU restrictive measures
As of the end of March 2021, the EU directly
imposed sanctions on 19 states: the Republic
of Belarus, Bosnia and Herzegovina, Burun-
di, Venezuela, Haiti, Guinea, Zimbabwe, Iran,
China, Libya, Moldova, Myanmar, the Rus-
sian Federation, Syria, the United States, Tu-
nisia, Turkey and Ukraine. In addition, there

7 Guidelines on implementation and evaluation of restrictive
measures (sanctions) in the framework of the EU Common
Foreign and Security Policy (doc. 5664/18). URL: https://data.
consilium.europa.eu/doc/document/ST-5664-2018-INIT/en/
pdf (accessed on 15.04.2021).

8 “The EU summit announced a six-month extension
of sanctions against Russia”. URL: https://tass.ru/
mezhdunarodnaya-panorama/10227579 (accessed on
15.04.2021).
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are 4 “reasons” for the introduction of restric-
tive measures of an extraterritorial nature:
the commission of terrorist acts and aiding
terrorism, the development and use of chemi-
cal weapons, and the organization of cyber at-
tacks that threaten the information security of
the EU and its Member States, as well as seri-
ous human rights violations.’ In relation to a
number of states, sanctions were imposed by
the EU jointly with the United Nations (UN)
in pursuance of resolutions adopted by the
UN Security Council (in particular, a ban on
the satisfaction of claims under transactions
and contracts was introduced, the execution
of which became impossible as a result of the
adoption in 1992 of the Resolution UN Securi-
ty Council No. 75719). In addition, the Council
of the EU has the right to apply the sanctions
imposed by the UN directly, supplementing
them with its own restrictive measures: in
particular, these include measures aimed at
ending the armed clashes in the Central Af-
rican Republic.!! It should be noted that some
restrictive measures are de facto permanent
and not subject to revision: for example, the
arms embargo against China was introduced
in 1989 after the events in Tiananmen Square
and is still in effect.!?

The most stringent restrictions affecting
the interests of the entire state, and not just
individual citizens and/or organizations, are
currently in effect in relation to Iran, North
Korea, Libya, the Russian Federation and Syr-
ia. The reasons for the imposition of sanctions

EU Sanctions Map. URL: https://www.sanctionsmap.eu/
(accessed on 15.04.2021).

10 Council Regulation (EC) No. 1733/94 of 11 July 1994
prohibiting the satisfying of claims with regard to contracts
and transactions the performance of which was affected by
the United Nations Security Council Resolution No. 757 (1992)
and related resolutions. URL: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=0]%3AL%3A1994%3A182%3ATOC
(accessed on 15.04.2021).

1 Council Regulation (EU) No. 224/2014 of 10 March 2014
concerning restrictive measures in view of the situation in
the Central African Republic. URL: https://eur-lex.europa.eu/
LexUriServ/LexUriServ.do?uri=0J:L:2014:070:0001:0009:EN:
PDF (accessed on 15.04.2021).

12 Declaration of European Council made in Madrid,
27 June 1989. URL: https://www.consilium.europa.eu/
media/20589/1989_june_-_madrid__eng .pdf (accessed on
15.04.2021).
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differ significantly: for example, in the case of
Iran'® and North Korea,* the restrictions are
related to accusations of state leaders of pro-
ducing weapons of mass destruction, while the
Syrian government is accused of large-scale
human rights violations and the destruction

The most stringent restrictions
affecting the interests of the entire
state, and not just individual citizens
and/or organizations, are currently in
effect in relation to Iran, North Korea,
Libya, the Russian Federation and
Syria.

of its own population.’> At the same time, it
is rather difficult to assess the effectiveness
of EU sanctions in these cases: given that the
main indicator of achieving the stated goals
of introducing restrictive measures is their
gradual reduction or cancellation based on
the results of the next analysis of the situation
by the EU Council, the long-term persistence
of sanctions indicates a very limited level of
their actual impact on the political situation
in a particular region.

Among the EU sanctions, it is worth high-
lighting the “sleeping” sanctions against
the United States, introduced in 1996 by the
so-called “Blocking Statute”.'® This act was

13 Council Regulation (EU) No. 267/2012 of 23 March 2012
concerning restrictive measures against Iran and repealing
Regulation (EU) No 961/2010. URL: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=0]%3AL%3A2012%3A088%3AT
OC (accessed on 15.04.2021).

4 Council Regulation (EU) No. 2017/1509 of 30 August 2017
concerning restrictive measures against the Democratic
People’s Republic of Korea and repealing Regulation (EC)
No. 329/2007. URL: https://eur-lex.europa.eu/legal-content/
EN/TXT/PDF/?uri=0J:L:2017:224:FULL&from=LT  (accessed
on 15.04.2021).

15 Council Decision 2013/255/CFSP of 31 May 2013 concerning
restrictive measures against Syria. URL: https://eur-lex.
europa.eu/search.html?whOJ=NO_0]%3D147%2CYEAR _
0]%3D2013&DB_COLL_OJ=0j-1&lang=en&type=advanced &
qid=1621882322198 &SUBDOM _INIT=ALL ALL (accessed on
15.04.2021).

16 Council Regulation (EC) No. 2271/96 of 22 November
1996 protecting against the effects of the extra-territorial
application of legislation adopted by a third country, and
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adopted as a retaliatory measure after the
US imposed its own sanctions against Cuba,
Iran and Libya, which could have a negative
impact on economic ties between the EU and
these states. Despite the fact that the parties
managed to achieve a peaceful settlement of
the situation, no one canceled the act, and
in 2018 it was revised after the US withdrew
from the Joint Comprehensive Action Plan
(JCPOA) to resolve the situation around the
Iranian nuclear program.!” The new version
of the document directly prohibits European
organizations from following US sanctions
in their activities and also obliges them to
report to the European Commission on all
cases of damage to their interests by these
sanctions. Despite the fact that the “Block-
ing Statute” can give rise to a sufficient
number of legal conflicts, it is primarily seen
as a political statement on the independent
foreign trade policy of the EU, clothed in a
legal form [4]. At the same time, three years
after the adoption of the new version of the
Blocking Statute, no real measures were
taken against the United States by the EU,
which indicates the declarative nature of the
adopted act.

As a separate group of restrictive measures,
sanctions should be singled out that are only
formally directed against third countries:
they, in particular, include actions to freeze
the assets of ex-leaders of a number of states
(for example, Tunisia!® and Ukraine®), accu-
sations of embezzlement of budget funds, as
well as sanctions against persons suspected

actions based thereon or resulting therefrom. URL: https://
eur-lex.europa.eu/legal-content/EN/TXT/?uri=0J%3AL%3A19
96%3A309%3ATOC (accessed on 15.04.2021).

17 Statement on the Reimposition of United States Sanctions
With Respect to Iran of August 6, 2018. URL: https:/
www.govinfo.gov/content/pkg/DCPD-201800523/html/
DCPD-201800523.htm (accessed on 15.04.2021).

18 Council Regulation (EU) No. 101/2011 of 4 February 2011
concerning restrictive measures directed against certain
persons, entities and bodies in view of the situation in Tunisia.
URL: https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri
=0]J:L:2011:031:0001:0012:EN:PDF (accessed on 15.04.2021).
1 Council Regulation (EU) No. 208/2014 of 5 March 2014
concerning restrictive measures directed against certain
persons, entities and bodies in view of the situation in Ukraine.
URL: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?u
ri=0]J:L:2014:066:FULL&from=EN (accessed on 15.04.2021).
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of committing war crimes. Such restrictions
may continue after the lifting of the arms em-
bargo, as in the case of the remaining at large
participants in the armed uprising in Guinea
in 2008%° and the only defense company cur-
rently subject to restrictions by Zimbabwe.?!
These examples demonstrate the key role of
the political component of EU sanctions: if
the political regime in a third country, which
is unfavorable for this international organi-
zation, remains or undergoes minor changes,
restrictive measures will remain indefinitely.
At the same time, for states whose economic
and political situation does not imply active
integration with the EU, the mere fact of the
imposition of sanctions can hardly be con-
sidered significant: the overthrow of undem-
ocratic regimes in African states occurs for
reasons unrelated to the consequences of the
introduction of restrictive measures. In many
respects, this is precisely why cases of appeal-
ing against sanctions on their part are rare
enough to be used in the analysis of existing
methods for protecting the national interests
of the Russian Federation in relations with the
EU. The next section of this article will be de-
voted to a more detailed consideration of the
procedures for appealing against decisions of
the EU Council on the introduction of restric-
tive measures.

Reasons for restrictive measures imposition
Sanctions against Russia began to be
introduced against the background of the
prevailing opinion of foreign leaders about
the interference of the Russian authorities in
the internal politics of Ukraine and, as a result,
Russia’s significant role in destabilizing the
situation on the territory of Ukraine [5].

The first country to start the so-called
“sanctions wave” was the United States of

20 Council Regulation (EU) No. 1284/2009 of 22 December
2009 imposing certain specific restrictive measures in respect
of the Republic of Guinea. URL: https://eur-lex.europa.eu/
LexUriServ/LexUriServ.do?uri=0]J:L:2009:346:0026:0038:EN:
PDF (accessed on 15.04.2021).

2 Council Regulation (EC) No. 314/2004 of 19 February 2004
concerning restrictive measures in view of the situation in
Zimbabwe. URL: https://eur-lex.europa.eu/legal-content/GA/
TXT/?uri=CELEX:32004R 0314 (accessed on 15.04.2021).
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America, which adopted the first sanctions
(the so-called “Magnitsky act”) in 2012. If we
talk about the events of 2014, then at the first
stage the sanctions were not specified and re-
ferred to an indefinite circle of persons who
could carry out “undermining democratic
processes and institutions in Ukraine”.?? In
the future, the list of US sanctions has repeat-
edly increased, new categories, regulation and
adoption mechanisms have appeared, the list
of individuals and legal entities included in
the sanctions lists has grown and continues to
grow.

Initially, the first US sanctions list includ-
ed 11 people who are citizens of Russia and
Ukraine. At the time of writing, various US re-
strictive lists already included more than 200
individuals and more than 350 legal entities,
as well as several aircraft and watercraft.?

According to some authors, the United
States, in addition to imposing its own sanc-
tions, initiated the introduction of restrictions
by other countries, including the EU countries.
For this, various mechanisms of economic and
political pressure on the leadership of these
countries were used.?* Thus, by the Decision
of the EU Council of March 17, 2014, sanctions
were imposed on 21 individuals who are citi-
zens of Russia and Ukraine. In particular, per-
sons included in the list were prohibited from
any entry into the territory of the EU, and as-
sets located on the territory of EU member
states were frozen.? Later, the EU sanctions
were also repeatedly expanded and supple-

22 Executive Order — Blocking Property of Certain Persons
Contributing to the Situation in Ukraine Archived 23 January
2017 at the Wayback Machine The White House, 6 March
2014. URL: https://obamawhitehouse.archives.gov/the-
press-office/2014/03/06/executive-order-blocking-property-
certain-persons-contributing-situation (accessed on
15.04.2021).

25 US Sanctions on Russia Report. URL: https://fas.org/sgp/crs/
row/R45415.pdf (accessed on 15.04.2021).

2 Die Wirtschaftsverbdnde haben versagt. Handelsblatt.
24.09.2014. URL: https://www.handelsblatt.com/meinung/
kolumnen/100-prozent-grupp-die-wirtschaftsverbaende-
haben-versagt/10744018.html (accessed on 15.04.2021).

% Council Decision 2014/145/CFSP of 17 March 2014
concerning restrictive measures in respect of actions
undermining or threatening the territorial integrity,
sovereignty and independence of Ukraine. URL: https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014
D 0145&rid=1 (accessed on 15.04.2021).
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mented, as detailed in the previous section.
Currently, 177 individuals and 48 legal entities
are subject to various EU sanctions.

From an economic point of view, there
is no doubt that sanctions are not
beneficial to either Russia or the EU
member states, however, the current
political conditions do not allow even
a significant easing of the sanctions
regime by both the European Union
and Russia.

When analyzing the development of the
institution of anti-Russian sanctions, the fol-
lowing official reasons and conditions for im-
posing sanctions by the European Union can
be distinguished as follows?®:

- general influence on the political
situation and internal politics of Ukraine;

« recognition of the results of the
referendum on the entry of the Republic of
Crimea into Russia;

« construction of various infrastructure
facilities, as well as doing business in the
Republic of Crimea and Sevastopol (for
example, the construction of the Kerch
bridge);

« measures to “isolate” the Republic of
Crimea from the territory of Ukraine;

 alleged support for militias in eastern
Ukraine;

« difficulties in investigating the Malaysian
Airlines Boeing-777 crash in the Donetsk
region in 2014, in which some politicians tend
to see the so-called “Russian trace”.

At the same time, unofficially, both the EU
itself, through its officials, and member states
have repeatedly spoken about the negative
impact of sanctions on the domestic economy,
as well as the lack of economic benefits from
the introduction of the sanctions regime. Thus,
the volume of trade between the Russian Fed-

26 EU restrictive measures in response to the crisis in Ukraine.
URL: https://www.consilium.europa.eu/en/policies/sanctions/
ukraine-crisis/ (accessed on 15.04.2021).
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eration and the Netherlands for the period
from 2014 to 2017 decreased by more than 8
times, with Italy — by 6.6 times, with Germa-
ny — by 5.5 times [6].

The issue of at least partial lifting of sanc-
tions has been repeatedly raised at various
levels of the EU member states. Many argu-
ments have been made to support the need for
easing sanctions and the possible benefits of
such easing. At the same time, it has not been
possible to reach a consensus on this issue to
date, so a significant easing of sanctions today
is unlikely.?”

When considering the issue of the condi-
tions for the emergence of sanctions, one
should not forget about the so-called “coun-
ter-sanctions” (or Russian embargo) imposed
by Russia in response to the first US and EU
sanctions.?® According to the Decree of the
President of Russia dated August 6, 2014 “On
the application of certain special economic
measures to ensure the security of the Rus-
sian Federation”, the import of certain types of
agricultural products, raw materials and food
produced by the state that imposed sanctions
against Russia is prohibited on the territory of
Russia. At the same time, the competence of
the Government of Russia includes the adop-
tion of a list of specific items and types of
products prohibited from import.?

In fact, the EU member states suffer great
losses due to the above-mentioned sanc-
tions. Every year, the countries of the Euro-
pean Union lose about 21 billion euros of lost
profits. According to a study by the Diissel-
dorf Chamber of Commerce and Industry, the
manufacturing industry, mechanical engineer-
ing, automotive and chemical industries suffer

¥ Sanctions against Russia: Kept cannot be canceled. URL:
https://www.rbc.ru/opinions/politics/13/05/2016/57348a109a
7947b86854fc0b (accessed on 15.04.2021).

2 Decree of the President of the Russian Federation of
November 21,2020 No. 730 “On the extension of certain special
economic measures to ensure the security of the Russian
Federation”. URL: http://www.consultant.ru/document/cons_
doc_ LAW 368336/ (accessed on 15.04.2021).

2 Decree of the President of the Russian Federation of August
6,2014 No. 560 “On the application of certain special economic
measures to ensure the security of the Russian Federation”.
URL: http://www.kremlin.ru/acts/bank/38809 (accessed on
15.04.2021).
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the most from sanctions.*® From an economic
point of view, there is no doubt that sanctions
are not beneficial to either Russia or the EU
member states, however, the current political
conditions do not allow even a significant eas-
ing of the sanctions regime by both the Euro-
pean Union and Russia.

Restrictive measures implementation
Based on a systematic analysis of documents
such as the Treaty on the Functioning of the
European Union, as well as Council Regulation
No. 833/2014 of July 31, 2014, liability for vio-
lation of the sanctions regime is determined
by the internal legislation of the Member
States.’!

Thus, each Member State independently
determines the authorized body, which should
control and be responsible for the following
aspects of the application of sanctions:

« determining liability measures for viola-
tion of restrictive measures;

e granting exceptions;

« obtaining information from business en-
tities and interacting with them (for example,
banks and other credit institutions);

 reporting to the Commission on their im-
plementation;

« engaging with UN Security Council Sanc-
tions Committees on specific requests for re-
moval from the UN sanctions list.

Thus, each member state independently
develops a system of fines and punishments,
which, in the opinion of this state, are capable
of ensuring the effective implementation of
the sanctions regime. In addition, states inde-
pendently issue methodological recommenda-
tions and instructions that allow individuals
and legal entities to navigate the existing re-
strictions and comply with them. Depending
on a number of factors, including the nature
and extent of the violation, quantitative and

0 THK Diisseldorf stellt Studie vor. URL: https:/www.
duesseldorf.ihk.de/presse/aktuell/ihk-duesseldorf-stellt-
studie-vor-4978772 (accessed on 15.04.2021).

1 Council Regulation (EU) No. 833/2014 of 31 July 2014
concerning restrictive measures in view of Russia’s actions
destabilising the situation in Ukraine. URL: https://eur-lex.
europa.eu/legal-content/GA/TXT/?uri=CELEX:32014R 0833
(accessed on 15.04.2021).
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qualitative characteristics, which are also de-
termined by each Member State, a person who
violates sanctions may be subject to adminis-
trative, civil or criminal liability.*?

In Germany, for example, liability for vio-
lation of the sanctions regime is regulated by
the Law on Foreign Trade and Payments Act
dated June 6, 2013.%® According to this docu-
ment, the following types of punishments are
possible for various violations of sanctions:

e criminal liability in the form of
imprisonment for a term of 3 to 5 years (for
intentional violation of the sanctions regime);

« criminal liability in the form of a fine of
up to 500 thousand euros (violation of the
sanctions regime due to negligence);

« administrative liability for various types
of offenses in the field of sanctions with a fine
of up to 500 thousand euros for individuals
and up to 10 million euros for legal entities.

The above provisions of the legislation
do not “sleep”, the law enforcement practice
of bringing to responsibility is already being
formed.

In March 2021, it became known that
for the supply of dual-use goods (equip-
ment applicable not only for peaceful pur-
poses but also suitable for the production
of weapons), a 41-year-old businessman
from Germany was sentenced to 9 months
in prison. The legal entity headed by the
defendant was engaged in the supply of
metal-working machine tools, which can be
used, among other things, in military mis-
sile technology programs. In total, the court
concluded that the accused was guilty of
7 episodes from 2015 to 2018.%

Thus, the applicability of EU sanctions in
practice cannot be underestimated. The above

2EU  Sanctions Enforcement. Global Investigations
Review. URL: https://www.lexology.com/library/detail.
aspx?g=e642cla2-4d48-454c-8767-6d7b26914ba3 (accessed
on 15.04.2021).

%5 Foreign Trade and Payments Act (AufSenwirtschaftsgesetz —
AWG). URL: https://www.gesetze-im-internet.de/englisch_
awg/englisch_awg.html (accessed on 15.04.2021).

3 Germany convicted of violating EU sanctions on Crimea.
URL: https://www.dw.com/ru/v-germanii-vnov-vynesen-
obvinitelnyj-prigovor-za-narushenie-krymskih-sankcij-
e/a-56776693 (accessed on 15.04.2021).
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example clearly shows that not only large
multinational corporations but also small and
medium-sized businesses, which very often
underestimate the risks of being held account-
able for sanctions violations, can fall under EU
sanctions. Often, sanctions can be absurd and
violate the free enterprise rights of individu-
als and legal entities that are not involved in
politics and are not controlled by political ac-
tivities, so the imposition of sanctions against
them is not always justified. We will consider
in detail the possible ways to protect rights
under the current sanctions in the next sec-
tion.

II.LEGAL ACTION AGAINST EU
SANCTIONS
Applying for restrictive measures lifting to the
Council of the European Union

The first way to protect the rights of
sanctioned persons is to submit a request for
a review of the sanctions against a specific
person to the Council of the EU.

According to the notice No. 2021/C 74/01
dated March 3, 2021 (hereinafter referred to
as the “Notice”), posted on the official website
of the EU legal information, persons under
various sanctions have the right to apply for
a review of the sanctions imposed on them in
the Council of the EU.%

It should be noted that this document re-
fers to all persons subject to all possible sanc-
tions regimes within the EU (for example, for
violation of human rights), i.e. mechanism is
universal.

If a person is on the sanctions list but be-
lieves that his rights have been violated, and
the decision to impose restrictions on him is
subject to review, such a person has the right
to submit a request (application) to the EU
Council for consideration on October 31, 2021

% Notice for the attention of persons subject to the restrictive
measures provided for in Council Decision (CFSP) 2020/1999,
as amended by Council amending Decision (CFSP) 2021/372
and in Council Regulation (EU) 2020/1998, as implemented by
Council Implementing Regulation (EU) 2021/371 concerning
restrictive measures against serious human rights violations
and abuses 2021/C 74/01. URL: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX%3A52021XG0303%2801%
29&qid=1621501261224 (accessed on 15.04.2021).
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documents confirming the requirements of
such a person.

At the same time, according to Article 10 EU
Council Decision No. 2020/1999, the restric-
tive measures introduced must be subject to
constant review, considering newly discovered
and emerging circumstances.* For these pur-
poses, as indicated in the Notice, interested
persons may apply for a review of the restric-
tive measures imposed on them.

In addition, the Notice reminds interested
persons (subject to sanctions) that, in accor-
dance with Council Decision No. 2020/1998, a
person whose assets are frozen can also apply
to the competent authority of a Member State
with a statement on the use of blocked funds
on urgent needs or certain urgent expenses.

Due to the relative novelty of the mecha-
nism discussed in this subparagraph, it is
difficult to judge its applicability in cases of
appeals against Russia-related sanctions. In
addition, due to the relative novelty of this
procedure, it is difficult to judge the practical
side of the application of revocable declara-
tions, as well as the Council’s reaction to such
declarations.

It appears that this procedure is a simple
assessment of the evidence presented by the
person concerned, and that reconsideration of
decisions to impose sanctions on a particular
person is possible only in the presence of se-
rious factual errors. According to the authors,
the tool under consideration can hardly be
considered effective in the light of challenging
the so-called “anti-Russian” sanctions, but for
the sake of completeness of the study, it was
also worth considering.

Reasons for lifting sanctions in the EU court
decisions
According to Article 263 TFEU, the Court of
Justice of the European Union is empowered to
review the legality of legislation passed by the

%6 Council Decision (CFSP) 2020/1999 of 7 December 2020
concerning restrictive measures against serious human rights
violations and abuses. URL: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv%3A0].L1.2020.410.01.0013.01.
ENG&toc=0]%3AL%3A2020%3A4101%3ATOC (accessed on
15.04.2021).
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Council of the EU, the European Commission
and the European Central Bank, which create
legal effects for third parties.’” At the same
time, in accordance with Article 275 TFEU, the
powers of the Court of Justice of the European
Union to consider complaints against acts ad-
opted under the CFSP are significantly limited:
this body has the right to check the legality
of only those acts that impose restrictions on
certain individuals and legal entities.3® How-
ever, as rightly noted by domestic research-
ers [4], the most significant in terms of their
negative economic consequences are precisely
the sanctions against public entities — states
that individuals cannot appeal on the basis of
the current norms of European law because of
the imposed on the basis of Article 263 TFEU
burden of proving the exclusive focus of the
relevant restrictive measures on this individ-
ual. At the same time, such a subject has the
right to appeal against an act adopted within
the framework of the CFSP, which directly im-
poses restrictive measures on it, which signifi-
cantly limits the regulatory monopoly of the
EU Member States in this area [7].

In addition to applying to the Court of Jus-
tice of the EU, it is necessary to mention the
possibility of lifting sanctions by the Council
of the EU out of court as a result of the termi-
nation of liability for unlawful behavior by the
subject. An example of such a decision is the
gradual lifting of sanctions against Belarus in
2014-2016. Restrictive measures were intro-
duced against the leadership of the state, as
well as individuals and legal entities in con-
nection with the use of repression against the
political opposition and civil society during
the 2010 presidential elections.* After the re-
lease of the arrested citizens of the European

57 Article 263 of the Treaty on the Functioning of the European
Union. URL: https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex%3A12012E%2FTXT (accessed on 15.04.2021).
38 Article 263 of the Treaty on the Functioning of the European
Union. URL: https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex%3A12012E%2FTXT (accessed on 15.04.2021).
% Council Implementing Regulation No. 84/2011 of 31 January
2011 amending Regulation (EC) No. 765/2006 concerning
restrictive measures against President Lukashenko and certain
officials of Belarus. URL: https://service.betterregulation.com/
sites/default/files/celex 32011r0084 en_txt.pdf (accessed on
15.04.2021).
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Union, it was decided to ease the sanctions in
2014 [8], and two years later they were lifted
from 170 subjects (including the President of
the Republic of Belarus A.G. Lukashenko). In
its decision, the Council of the EU noted the
positive dynamics in the development of bilat-
eral relations between the EU and Belarus, as
well as the active role of the state in the East-
ern Partnership initiative.*’ At the same time,
in February 2021, large-scale sanctions were
re-imposed on senior officials and a number
of large enterprises of the military-industrial
complex, which indicates a reassessment of
the EU policy towards the leadership of the
Republic of Belarus after the next presidential
elections.*!

We should agree with the position of
V. Yu. Slepak and K.I. Trubacheva: the lifting
of sanctions extrajudicially seems possible
only if the subject of sanctions actually rec-
ognizes the unlawfulness of his behavior and
readiness to cooperate with the EU authorities
[9], which in the context of this study cannot
be recognized as an effective way to protect
the rights of Russian citizens and organiza-
tions.

Currently, the scientific literature high-
lights a limited number of grounds on which
the decision of the EU Council to impose sanc-
tions can be canceled in court [10]. Analyzing
these grounds, it seems possible to draw a
conclusion about their procedural nature: the
abolition of restrictive measures in court is
possible if violations of EU law are detected in
the course of their adoption.

First of all, such grounds should include
the prosecution of a private person in the ab-
sence of evidence of his involvement in the ac-
tions that led to the imposition of sanctions.
The most significant case is the Bank Mellat
v. Council of the European Union, during the
consideration of which the European Court

40 Council Conclusions on Belarus. URL: https:/www.
consilium.europa.eu/en/press/press-releases/2016/02/15/fac-
belarus-conclusions/ (accessed on 15.04.2021).

4 Council Decision (CFSP) 2021/353 of 25 February 2021
amending Decision 2012/642/CFSP concerning restrictive
measures against Belarus. URL: https://eur-lex.europa.eu/eli/
dec/2012/642/ (accessed on 15.04.2021).
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of General Jurisdiction made a key conclusion
that the burden of proof of guilt in the course
of the adoption of the act imposing restric-
tive measures on the Council of the EU. The
commercial bank Bank Mellat, along with oth-
er banks of the Islamic Republic of Iran, was
subject to sanctions in connection with alle-
gations of supporting the nuclear program of
this state in 2010.#2 In 2013, representatives
of the bank applied to the European Court of
General Jurisdiction with a request to cancel
the decision taken against the organization,
substantiating their complaint, including the
lack of evidence of the bank’s participation in
financing state programs related to uranium
enrichment. In fact, the accusation against
Bank Mellat was built solely on the basis of its
belonging to the state, against which an active
sanctions policy was carried out. In its deci-
sion on the case, the European Court of Gen-
eral Jurisdiction not only pointed to the distri-
bution of the burden of proof in this category
of disputes, but also noted that the absence of
evidence of guilt of a private person cannot be
used against him, and the position of the EU
Council on the need for a bank to provide evi-
dence of its innocence contradicts EU legisla-
tion.® In itself, this circumstance indicates the
need to cancel the contested act, which led to
the consideration and satisfaction by the Eu-
ropean Court of General Jurisdiction of a num-
ber of similar complaints from other Iranian
organizations providing financial, insurance
and other services. In particular, when con-
sidering the case of Persia International Bank v.
the Council of the European Union, the Court of
Justice of the EU noted that the mere fact that
60% of the authorized capital of this bank be-
longs to the previously mentioned Bank Mel-
lat cannot be considered grounds for imposing
sanctions against it due to lack of evidence of

4 Council Decision of 26 July 2010 concerning restrictive
measures against Iran and repealing Common Position
2007/140/CFSP. URL: https://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=0]%3AL%3A2010%3A195%3ATOC (accessed on
15.04.2021).

# Judgment of the General Court T-496/10 Bank Mellat v.
Council of the European Union. URL: https://eur-lex.europa.
eu/legal-content/EN/TXT/?uri=CELEX%3A62010T]0496
(accessed on 15.04.2021).

208

Iran’s direct involvement in the nuclear pro-
gram.*

Disagreeing with the decision in Bank Mellat
v. Council of the European Union the Council of
the European Union appealed to the European
Court of Justice, which upheld the decision of
the court of first instance. In the reasoning part
of the decision, the court noted that bringing
the “parent” company to responsibility solely
in connection with the accusations of the “sub-
sidiary” organization cannot be considered
sufficiently justified. In addition, the court re-
jected the argument of the representative of
the EU Council on the confidentiality of infor-
mation about the bank’s participation in the fi-
nancing of the Iranian nuclear program, which
could be violated if the sources of this informa-
tion were disclosed during the adoption of the
act or court session, since this statement was
already made during the consideration of cas-
es in the court of appeal.* In addition to the
direct annulment of the Council of the EU act,
the court concluded that it was necessary to
pay compensation to the Bank Mellat in con-
nection with the illegal suspension of opera-
tions on bank accounts during the 6 years that
had passed from the moment the sanctions
were imposed until the day the final decision
was made on the case. It should be noted that
the right to compensation for the imposition of
unlawful restrictive measures against Iranian
organizations has previously received judicial
protection: in the course of the Safa Nicu Sepa-
han Co. v. Council case, the court considered
the error made by the Council of the EU when
adopting the sanctions act “enough” to partial-
ly satisfy the stated claims for damages to the
applicant’s business reputation.

# Judgment of the General Court T-493/10 Persia International
Bank v. Council of the European Union. URL: https://eur-lex.
europa.eu/legal-content/en/TXT/?uri=CELEX:62010T]0493
(accessed on 15.04.2021).

4 Court of Justice of the European Union Press Release No.
14/16 Luxembourg, 18 February 2016 Judgment in Case
C-176/13 P Council v Bank Mellat. URL: https://curia.europa.
eu/jcms/upload/docs/application/pdf/2016-02/cp160014en.
pdf (accessed on 15.04.2021).

46 Judgment of the General Court T-384/11 Safa Nicu Sepahan
Co. v. Council of the European Union. URL: https://curia.
europa.eu/juris/liste.jsf?num=T-384/11&language=EN
(accessed on 15.04.2021).
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It should be noted that in a number of
cases related to the introduction of anti-
Iranian sanctions, the EU Court confirmed
the legitimacy of the introduction of restric-
tive measures. For example, following a com-
plaint reviewed by another bank, Bank Melli
Iran, it was found that this organization in-
curred expenses to finance the educational
programs of the Atomic Energy Organization
of Iran already after the UN Security Council
imposed sanctions against it, which indicates
the bank’s support for the Iranian nuclear
program and thus confirms the validity of the
decision of the Council of the EU to impose
sanctions.*’

Analyzing the entire set of court cases chal-
lenging the restrictive measures by Iranian in-
dividuals, it should be noted that the Court of
Justice of the EU respected the rule of law and
the right to an independent judiciary, guar-
anteed by Article 6 of the European Conven-
tion for the Protection of Human Rights and
Fundamental Freedoms (ECHR), which, among
other things, led to the independent consider-
ation of each dispute, regardless of the general
direction of the sanctions.

Another notable jurisprudence case is Tay
Za v. Council, according to which the appli-
cant, a citizen of Myanmar, asked to be re-
moved from the sanctions lists since a fam-
ily member of a businessman could not have
any influence on national policy in the field
of protecting the rights of citizens. The Eu-
ropean Court, considering the case in the
appellate instance, sided with the applicant
and lifted sanctions from him, pointing out
the lack of connection between the behavior
of this category of subjects and the lack of
progress in the field of democratization of
political regime in the country.*® This posi-
tion is confirmed by the words of the Advo-
cate General of the European Court, Paolo

47 Judgment of the Court of First Instance T-390/08 Bank
Melli Iran v. Council of the European Union. URL: https://
curia.europa.eu/juris/liste.jsf?language=en &num=T-390/08
(accessed on 15.04.2021).

48 Court of Justice of the European Union Judgment in Case
C-376/10 P Tay Za v. Council. URL: https://curia.europa.eu/
juris/liste.jsf?num=C-376/10&language=EN  (accessed on
15.04.2021).
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Mengozzi, who, in one of his dissenting opin-
ions, noted the need to adhere to the concept
of “targeted sanctions”, which may be less
effective, but at the same time more fair in
terms of the possibility of protecting the in-
terests of individuals.* Despite the fact that
Article 215 TFEU provides for a procedure for
circumventing this principle by adopting a
special act of the EU Council on the introduc-
tion of restrictive measures against individu-
als and legal entities, as well as their groups
and non-state entities, this guarantee is still
reflected in the acts of the Court of Justice of
the European Union.*°

In addition, the absence of an appropriate
evidence base confirming the fact that the sub-
ject committed an offense may serve as a basis
for lifting preventive measures. For example, in
2015, complaints were filed against the inclu-
sion in the sanctions lists of a number of citi-
zens of Ukraine, including former Prime Min-
ister N. Ya. Azarov, suspected of embezzling
funds from the state budget and transferring
them to accounts in foreign banks. The issue of
applying restrictive measures was decided by
the Council of the EU due to the lack of a com-
plete evidence base and was initiated on the
basis of a statement by the Prosecutor General
of the Republic of Ukraine, which did not con-
tain information about specific illegal actions.
committed by these individuals. Based on the
results of the consideration of complaints, the
sanctions were lifted only in relation to the
son of N. Ya. Azarov,*! while the issue of “un-
freezing” the cash accounts of Azarov himself
and the ex-Minister of Energy and Coal Indus-
try E.A. Stavitsky was allowed only in 2020.%2

4 Opinion of Advocate General Mengozzi delivered on 29
November 2011. URL: https://eur-lex.europa.eu/legal-content/
HR/TXT/?uri=CELEX:62010CC 0376 (accessed on 15.04.2021).
50 See, for example, Judgment of the Court of First Instance
T-407/13 Al Assad v. Council. URL: https://curia.europa.eu/
jems/jems/P_106312/en/ (accessed on 15.04.2021).

1 Judgment of the Court of First Instance T-332/14 Oleksii
Mykolayovych Azarov v. Council. URL: https://eur-lex.europa.
eu/legal-content/EN/TXT/?uri=ecli%3AECLI%3AEU%3AT%3
A2016%3A48 (accessed on 15.04.2021).

52 See, for example, Judgment of the Court (Seventh Chamber)
C-416/18 P Mykola Yanovych Azarov v Council of the European
Union. URL: https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX%3A62018CJ0416 (accessed on 15.04.2021).
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As another reason for the cancellation of
the decision to impose sanctions, which oc-
curs in the case-law of the Court of Justice of
the EU, it is necessary to highlight the viola-
tion of the right of subjects to effective legal
protection. This right includes, among other
things, the following powers:

The only possible way for Russia

to develop under the pressure

of sanctions is large-scale investment
in human capital.

« the right to receive timely information
about the reasons for imposing penalties on
this person and the evidence available against
him in the case. This information must be sent
directly to the subject, and its publication in
the official source of the publication of EU acts
is recognized as insufficient to ensure the ef-
fective protection of the rights and legitimate
interests of such a subject, including by pre-
paring a reasoned appeal to the EU court with
a corresponding complaint;*®

« the right to submit objections on the
merits of the charges brought, which may be
submitted in writing without the need for a
full meeting with the participation of the par-
ty.54

At the same time, it should be noted that
this right can also be limited in accordance
with Article 52 of the EU Charter of Funda-
mental Rights (hereinafter referred to as the
“Charter”), which establishes as principles for
the implementation of such exceptions the
necessity and action in the general interest. In
fact, this tool allows the EU Court of Justice to
justify the violation of the right of individuals
to fully protect their interests, which hardly

55 Judgment of the Court of First Instance T-390/08 Bank Melli
Iran v. Council of the European Union. URL: https://curia.
europa.eu/juris/liste.jsf; jsessionid=9ea7d2dc30db55dfd3e5bd
614f28893af16f7b7146aa.e34KaxiL.c3qMb40Rch0SaxqTbNb0?
num=T-390/08 &language=en (accessed on 15.04.2021).

5t Judgment of the Court of First Instance T-256/07 People’s
Mojahedin Organization of Iran v. Council. URL: https://
curia.europa.eu/juris/liste.jsf?language=en &num=T-256/07
(accessed on 15.04.2021).
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contributes to the unification of judicial prac-
tice and inevitably increases the level of legal
uncertainty when considering homogeneous
categories of cases.*

The aforementioned provision significantly
reduces the possibility of applying the third
ground for contesting acts on the imposition
of sanctions related to the violation of the
fundamental rights and freedoms of individu-
als. These include, in particular, the right to
life (Article 2 of the Charter, Article 2 of the
European Convention for the Protection of
Human Rights and Fundamental Freedoms,
hereinafter referred to as the “ECHR”), the
right to respect for private and family life (Ar-
ticle 7 of the Charter, Article 8 of the ECHR),
the right to property (Article 17 of the Char-
ter), the right to free enterprise (Article 16 of
the Charter) and other material rights. The
general objectives of the EU, which may be
subject to the application of Article 52 of the
Charter, are understood quite broadly and are
not limited to those enshrined in Article 3 of
the Treaty on European Union: they may also
include a national security clause, enshrined
in Article 346 of the TFEU [11]. According to
the legal positions of the Court of Justice of
the European Union, fundamental rights are
not absolute and can be limited in order to use
the negative consequences of their restriction
as a mechanism to influence the subjects of il-
legal activities that have become the basis for
the application of sanctions.>¢

Thus, an analysis of the practice of the
Court of Justice of the European Union allows
us to identify several possible grounds for
challenging decisions to impose sanctions.
As the most significant feature of such
grounds, one should single out their focus on
protecting the rights of individuals affected
by the introduction of restrictive measures
against a public legal entity — a foreign state.

5 See, for example, Joined Cases C-584/10 P, C-593/10 P and
C-595/10P Commissionand Othersv.Kadi.URL: https://eur-lex.
europa.eu/legal-content/GA/TXT/?uri=CELEX:62010CJ0584
(accessed on 15.04.2021).

56 Judgmentofthe General Court T-434/11Europaisch-Iranische
Handelsbank v. Council of the European Union. URL: https://
curia.europa.eu/juris/liste.jsf?num=T-434/11 &language=EN
(accessed on 15.04.2021).
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At the same time, EU legislation provides
the necessary set of legal instruments to
limit the possibility of repeal of such acts if
this affects certain areas (for example, CFSP)
or is in the general interest of EU Member
States. In fact, this circumstance is intended
to push the addressee of sanctions to change
the political course, which in most cases is
an undesirable, if not impossible, scenario.
Under these conditions, the real set of ways
to protect the rights and legitimate interests
of Russian organizations and citizens seems
to be quite limited to ensure the fulfillment
of its goal. In fact, the main way to overcome
the EU sanctions remains the search for
new partners in the geopolitical arena for
the implementation of joint projects and
initiatives (for example, within the framework
of BRICS and the EAEU) [12, 13]. Since a
number of states initially refused to impose
sanctions against Russia, strengthening
economic ties with them will inevitably
entail losses for individual EU member states,
which, in turn, will become an incentive
for the leadership of these countries to
abandon restrictive measures [14] or even
introduce countermeasures aimed at limiting
the extraterritorial nature of the imposed
sanctions [15].

The novelties of the procedural legislation
of the Russian Federation should not be
omitted: in particular, granting sanctioned
companies the right to transfer disputes to
Russian courts actually limited the possibility
of recognizing and enforcing foreign court
decisions in relation to persons on the
sanctions lists [16].

CONCLUSIONS
Based on the results of the study, it seems
possible to conclude that there are legal
mechanisms to challenge the restrictive
measures introduced by the EU, which
at the same time are very limited in their
effectiveness. Despite the appearance in
the practice of the Court of Justice of the
European Union of decisions to lift the
imposed sanctions against individuals
(in particular, financial organizations of the
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Islamic Republic of Iran), the application of a
similar approach to organizations and citizens
of the Russian Federation included being
included in the sanctions lists seems unlikely
due to the invariance of the general foreign
policy of the state.

The restrictive measures imposed on
the Russian Federation exacerbated the
existing internal problems associated with
a focus on the export of raw materials to
a greater extent than on the development
of the manufacturing industry and high-
tech enterprises. Together with a number of
unresolved institutional difficulties (including
the low efficiency of the bureaucracy and the
insufficient level of the legal protection of the
rights and legitimate interests of individuals
in relation to government agencies), this
circumstance significantly reduces the level of
attractiveness of Russia for foreign investors
(despite certain exceptions described in
Western literature confirming the general
rule [17, 18]). Ultimately, these circumstances
may become prerequisites for the emergence
of even more large-scale crisis phenomena
both in economic systems of various levels
and in the system of international relations,
which should be considered as a serious
risk factor for national economic security.
At the same time, in this regard, one can
look at the rapidly developing financial
technologies from a different angle [19]: the
use of payment functions of digital financial
assets (subject to proper control by the state)
based on distributed ledger technology seems
to be a worthy response to the threat of
disconnection of the Russian Federation from
SWIFT [20].

In our opinion, the only possible way
for Russia to develop under the pressure of
sanctions is large-scale investment in human
capital. This will allow to form a mass of
highly qualified specialists fundamental for a
modern developed economy, as well as provide
a base of consumers capable of working in a
digital economy.

In addition, individuals and legal entities
under sanctions have and must use every
opportunity to appeal and cancel them ahead
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of schedule. Despite the fact that, according
to the authors, the decisions of the EU bodies
in such cases are more of a political nature, it
is necessary to seek justice using all available
mechanisms.

As the practice outlined in this article
shows, disputes about the lifting of restrictive

measures are not always lost for the interested
parties, against whom sanctions are applied.
That is why both practicing lawyers and those
interested in the theory of EU law should
pay closer attention to the possibilities of
challenging the sanctions described in this
article.
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