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ABSTRACT
The development of the digital banking business and the transition from offline interaction to an online format in modern 
conditions encourage us to pay more attention to the generation of cyber risks in the banking sector. The purpose of the study 
is to develop the theoretical and practical foundations for ensuring the cyber stability of credit institutions in the context 
of the development of digital banking business. The objectives of the study were to study the conceptual apparatus of the 
cybersphere of credit institutions; to substantiate management decisions for building a cybersecurity system in a commercial 
bank; and to access the parameters of ensuring the security of client transactions in the process of cooperation between a 
commercial bank and an IT company. The scientific novelty of the research lies in the substantiation of management decisions 
in an economic system with a high level of turbulence and insufficient information about the mechanisms of their functioning 
using specific tools in the form of a phenomenological type model. The study aimed to describe the system’s response to 
various impacts. In the course of the research, a dialectical method was used, revealing the possibilities of studying cyber risks 
in conditions of geopolitical instability, interconnection and interdependence, as well as such general scientific methods and 
techniques as scientific abstraction, analysis and synthesis, methods of grouping and comparison. The process of researching 
cyber risks in the context of the development of digital banking was considered through the prism of general patterns of 
banking activity, interconnection and unity of theory and practice, and a number of empirical research methods were also used. 
The paper presents a critical review of domestic and foreign scientific literature on cyber risks and cybersecurity and proposes 
a new concept of “cyber ecosystem”. A model of interaction between a commercial bank and an IT-company specializing in 
the provision of anti-cyber risk services was developed, and an algorithm for justifying the bank’s management decisions on 
allocating funds for cyber protection was proposed. The bank’s cyber resilience map has been built, which made it possible 
to visualize the modern landscape of cyber threats to credit institutions. The conducted research can be useful both for 
specialists in this field and for regulatory and supervisory authorities of the financial market.
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INTRODUCTION
D i g i t a l i z a t i o n ,  t h e  m a i n  a s p e c t s  o f 
which were officially announced by the 
Government of the Russian Federation in 
2011 ,1 is associated not only with a positive 
effect on the economy in the medium and 
long term, but also with risks of various 
natures. By increasing the accessibility and 
convenience of digital financial services 
and products and reducing their costs, 
digitalization creates new and exacerbates 
existing challenges — ​cyber risks emerge 
and spread, leading to customer distrust 
of new technologies and digitalization 
in general. In this regard, in the context 
of the new reality, the goal of regulation 
and supervision in the financial market is 
trust: “achieving long-term trust in digital 
technologies is a key factor for the success 
of the digital transformation of the Russian 
economy” . 2 However, long-term trust 
in digital technologies is impossible to 
achieve without a comprehensive analysis 
of cyber risks, which is what makes this 
research relevant.

Digital banking business is inherently 
der ived  f rom the  t radi t ional  form of 
banking operation and is characterized 
by specific types of risks, particularly 
cyber risks. In turn, these risks are not 
fundamentally new in nature. They are a 
modification of the risk landscape, which 
is also relevant for traditional banking. 

1  Statement of the Government of the Russian Federation 
and the Central Bank of the Russian Federation dated April 5, 
2011, No. 1472-p-P13, 01–001/1280 “On the Strategy for the 
Development of the Banking Sector of the Russian Federation 
for the Period up to 2015”. URL: http://base.garant.ru/591345/ 
(accessed on 21.05.2024); “Digital Economy of the Russian 
Federation” program. URL: http://static.government.ru/media/
files/9gFM4FHj4PsB 79I5v7yLVuPgu4bvR 7M0.pdf (accessed 
on 21.05.2024); Key directions for the development of financial 
technologies for the period 2018–2020. URL: http://cbr.ru/
Content/Document/File/35816/on_2018_2020.pdf (accessed 
on 21.05.2024); Main directions for the development of the 
financial market of the Russian Federation for 2023 and the 
period of 2024 and 2025. URL: onfr_2023–2025.pdf (cbr.ru) 
(accessed on 21.05.2024).
2  Main directions for the development of the financial market 
of the Russian Federation for 2023 and the Period of 2024 
and 2025. URL: onfr_2023–2025.pdf (cbr.ru) (accessed on 
21.05.2024).

Nevertheless, the digitalization of the 
banking sector in some cases increases the 
relevance of cyber risks and leads to the 
emergence of fundamentally new types of 
threats.

I t  should  be  noted  that  in  today’s 
reality, issues of cyber risks, cybersecurity, 
personal data protection, and information 
e t h i c s  a r e  b e c o m i n g  i n c r e a s i n g l y 
interconnected. This is also evidenced 
by the review of domestic and foreign 
literature that was conducted.

In the paper [1], categories of cyber 
r i sks  are  ident i f ied , with  s igni f icant 
importance given to the protection of 
personal data. The presented category is 
expanded in studies [2–6], which examine 
the classification of cyber risks based 
on various criteria  in the new digital 
realities. In study [7], the necessity of cyber 
exercises, in other words, information 
ethics, is examined in detail and justified, 
and a simulation model of a cyber-threat 
realization scenario is proposed. When 
consider ing  the  development  of  new 
financial  technologies, the authors of 
the study [8–10] highlight new types of 
operational risks. In the paper [11], the 
problems of cyber threats and cybersecurity 
are discussed in detail, and a classification 
of the most relevant cyber threats to the 
Russian financial system is presented. Key 
indicators of cyberattacks on institutions 
of the Russian national financial system 
are analyzed, and the main scenarios for 
the development of  cyber threats and 
cyberattacks against the national financial 
system are identified. The work [12] is 
practical in nature, as it examines trends 
in cybercrime and measures to counter 
cybercrime, but it does not provide clear 
terminology. In contrast, the authors of the 
study [13] deeply analyzed the relationship 
between concepts such as “digitalization”, 

“the challenge of digitalization”, “threat”, 
and “cyber risk”, defining cyber risk as 

“the risk of digital information security 
breach”. In turn, the study [14] presents a 
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comparative analysis of the organization 
of the cybersecurity system in Russia and 
abroad. The authors of  the paper [15] 
presented an analysis of cyber risks, as well 
as their main types: data leakage, network 
attacks, and financial fraud.

Summarizing the above, it is important 
t o  n o t e  t h a t  m o s t  s t u d i e s  fo c u s  o n 
clarifying the conceptual framework. In 
doing so, the authors aim to take into 
account as many factors and threats as 
possible to which banks may be exposed, 
arguing that cyber risks primarily cause 
losses for the risk subject. A small number 
of studies contrast this statement, making 
the conclusions of the authors of papers 
[16–18] interesting, as they concluded that 
cybersecurity (as one of the functions of 
cyber risk management) is a stimulus for 
further economic development.

Within the framework of this study, we 
adhere to the concept formulated by the 
Bank of Russia, where cyber-risk is included 
in the group of information security risks, 
which, in turn, are classified as operational 
r i sks . The  Regulat ion  of  the  Bank of 
Russia No. 716 from 8 April 2020 defines 
the concept of “cyber risk” as “the risk of 
intentional actions by credit institution 
employees  and/or  third  part ies  using 
software and/or software and hardware 
tools aimed at the objects of the credit 
institution’s information infrastructure 
(the parent credit institution of a banking 
group) for the purpose of disrupting and/
or terminating their  functioning and/
or creating a threat to the security of 
information prepared, processed, and 
stored by such objects, as well as for the 
purpose of unauthorized appropriation, 
theft, alteration, deletion of data and 
other information (data structures, system 
parameters and characteristics, program 
code) and violation of access control” .3 

3  Regulation of the Bank of Russia from 8 April 2020. No. 716-P 
“On the Requirements for the Operational Risk Management 
System in a Credit Institution and a Banking Group”. URL: 
https://base.garant.ru/74279372/ (accessed on 21.05.2024).

We define cyber resilience as the ability 
to  ensure  the functioning of  a  credit 
institution during cyberattacks and to 
successfully counter them.

Let’s define the relationship between 
e x i s t i n g  c o n c e p t s  i n  t h e  f i e l d  o f 
cybersecurity  and present  a  possible 
structure for a commercial bank’s “cyber 
e c o s y s t e m ” i n  F i g .  1 .  A n  o p t i m a l l y 
functioning cyber ecosystem will  help 
identify unsafe areas across the key and 
target activities of the credit institution, 
t h e r e by  i n fo r m i n g  m a n a g e m e n t  a n d 
employees about the possibility of  an 
unacceptable  event  occurr ing  at  the 
hands of real attackers. Organizations 
that regularly conduct penetration and 
other activities within the framework 
of the entire cyber ecosystem, and take 
appropriate  secur i ty  measures  based 
on their results, ultimately have more 
opportunities to reach a higher level of 
cybersecurity and detect cyberattacks 
at an early stage — ​before unacceptable 
consequences occur.

A crucial factor in the effectiveness 
of monitoring and responding to cyber 
incidents is IT infrastructure. Skills in 
identifying cyberattacks and responding 
to cyber incidents are honed during cyber 
exe r c i s e s , w h i l e  p e n e t r a t i o n  t e s t i n g 
involves external or internal attackers 
attempting to breach an organization’s 
i n fo r m a t i o n  s y s t e m s . I n f r a s t r u c t u r e 
hardening is a way to modernize an existing 
IT landscape to increase the security level 
of key and target systems without using 
established information security tools. 
Cybersecurity encompasses the protection 
of computer systems, networks, software, 
and data from cyber threats, including 
hacking attacks, viruses, and malware, while 
cyber resilience, in turn, characterizes the 
ability to ensure the continuity of business 
processes and IT infrastructure functioning 
in the event of a real cyberattack.

As the number of internet users grows, 
c y b e r c r i m i n a l s  h a ve  m o r e  a n d  m o r e 
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opportunities to commit crimes. Financial 
losses related to cybercrime are expected 
to rise sharply in the coming years, from 
$ 9.2 trillion in 2024 to $ 3.8 trillion by 
2028 .4 Attackers’ methods are becoming 
increasingly sophisticated, and they have 
more and more tools at their disposal [19, 20]. 
A significant surge in cyberattacks occurred 
during the coronavirus pandemic, when 
many organizations faced more frequent 
cyberattacks due to the insecurity of remote 
work and the shift towards virtualized IT 
environments.

4  Consumer opinion survey data. URL: https://kolgota.ru/ 
(accessed on 21.06.2024).

JUSTIFICATION OF MANAGEMENT 
DECISIONS IN BUILDING A CYBER 

ECOSYSTEM IN A COMMERCIAL BANK
The current practice of countering cyber risks is 
characterized by commercial banks diversifying 
their investments in resources allocated to 
building a unified cybersecurity system. Some 
of the work in this direction is carried out 
by the bank’s own IT services, mainly those 
related to ensuring its own cybersecurity. As for 
minimizing cyber threats to customer operations, 
banks are increasingly outsourcing these services 
to specialized IT companies. Banks typically 
enter into contracts with outsourcers for one 
year, and a key task for bank management here 
is to correctly calculate and justify the amount 
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Fig. 1. Cyber Ecosystem of a Credit Organization
Source: Compiled by the authors.
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Table 1
Indicators of Resource Exchange and Changes in Resource Exchange Included in the Phenomenological 

Model of Making a Decision on Cooperation Between a Bank and a Cybersecurity Company

Type of resource 
exchange

Subsystem
P A E I

Object (δ) —  
​the commercial 
bank under 
consideration

Pδ: the bank’s total 
cybersecurity costs 
(TCcb) in the short term 
(1 year)

Аδ: short-term return 
on cybersecurity 
investment 

( .� s
c

CB

L
SR

TC
= ), 

where Ls — ​is the sum 
of losses prevented 
due to short-term (1 
year) investments in 
cybersecurity

Eδ: weighted average 
investment period in 
cybersecurity measures 

( 1
*

k

ii

CB

CM PM

TC
=∑

),

where k — ​is the 
number of cybersecurity 
measures in the 
long term (5 years), 
CMi — ​are the costs of 
implementing the i-th 
measure, PMi — ​is the 
implementation period 
of the i-th measure

Iδ: long-term return 
on cybersecurity costs 

(
c

CB

LI

TC ), where LIc — ​

is the long-term 
income (over a 5-year 
period) additionally 
earned by the bank 
due to investments 
in cybersecurity

Environmental 
(α) — ​a group 
of banks with 
relevant financial 
standing

Pα: total cybersecurity 
spending in the 
relevant group of 
banks in the short 
term (TCRG )

Аα: the average 
short-term return 
on cybersecurity 
spending within the 
relevant group of 
banks (SCRG )

Eα: weighted average 
term of cybersecurity 
contracts within the 
relevant group of banks 
(WCRG )

Iα: long-term return 
on investment in 
cybersecurity costs 
within a relevant 
group of banks (LCRG )

The connection 
between the object 
and environment 
subsystems

Pδ / Pα: the share 
of the bank under 
consideration’s 
spending on 
cybersecurity 
as a percentage 
of similar spending 
by a relevant group 
of banks

Aδ / Aα: the relative 
return on investment 
in cybersecurity for the 
bank in question within 
the relevant group

Eδ / Eα: the position of 
the bank in question 
within the relevant 
group in terms of the 
timing of investments in 
cybersecurity measures

Iδ / Iα: the bank’s 
position in the relevant 
group regarding the 
long-term return on 
cybersecurity costs

Project (γ) — ​IT 
outsourcing 
company

Pγ: the currency of the 
outsourcing company’s 
balance sheet
(CCO)

Аγ: the costs incurred 
by the outsourcing 
company to create 
technologies to 
counter cyber threats 
(CO)

Eγ: the average term 
of the outsourcing 
company’s contracts 
with counterparties 
supplying resources to 
support operations over 
the past 5 years (ACO)

Iγ: the average 
total currency of 
the outsourcing 
company’s client 
balance over 5 years
(ACCO)
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of services fixed in the contract for the next year. 
Because, on the one hand, this amount should be 
adequate to the volume and nature of the work 
performed by the outsourcer, considering the 
current situation in the market for cybersecurity 
services, and at the same time, unreasonably 
large amounts of financial resources that could 
generate a greater economic effect if used in 
other areas of banking business should not be 
spent within this direction. But a management 

decision of this kind is made in conditions of 
high turbulence: the fight against cyber risks 
is developing very rapidly, both in terms of the 
technologies offered by IT companies and in 
relation to customer needs in the face of new 
types of cyber threats.

Justifying managerial decisions in economic 
systems with a high level of turbulence 
and insufficient information about their 
functioning mechanisms requires specific tools.

Type of resource 
exchange

Subsystem
P A E I

Process (β) —  
​the outsourcing 
company’s 
business in other 
areas

Pβ: the total value 
of the outsourcing 
company’s contracts 
with all clients in the 
short term (TVS )

Аβ: the sum of 
prevented losses 
from cyber threats 
to the outsourcing 
company’s clients in 
the short term (PLS )

Eβ: the weighted 
average term of the 
outsourcing company’s 
contracts with clients

( 1
*

m

i ii

S

CA CT

TC
=∑

),

where m — ​is the 
number of the 
outsourcing company’s 
contracts with clients in 
the long term (5 years), 
СAi — ​is the contract 
amount with the i-th 
client, СTi — ​is the 
contract term with the 
i-th client

Iβ: average additional 
income earned by 
the outsourcing 
company’s clients 
over the past 5 years 
through the use of its 
services.
(AIOC )

The connection 
between the 
project and process 
subsystems

Pγ / Pβ: the efficiency 
of using the funds 
received by the 
outsourcing company 
under contracts from 
clients

Aγ / Aβ: return on 
investment for the 
outsourcing company’s 
expenditure on 
creating cybersecurity 
technologies

Eγ / Eβ: alignment of the 
outsourcing company’s 
contract terms with 
clients and suppliers

Iγ / Iβ: the share of the 
company’s customer 
revenue from using 
services in their total 
value

Resource exchange 
change indicator

Ped.: the contract 
amount of the bank 
in question with the 
outsourcing company 
(CA)

Аed.: the expected 
amount of losses 
prevented thanks to 
the contract with the 
outsourcing company 
(ELP)

Eed.: contract term (CT)

Ied.: the expected 
long-term revenue 
earned by the bank 
through the contract 
with the outsourcing 
company (LR)

Source: Сompiled by the authors.

Table 1 (continued)
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Table 2
The Values of Resource Exchange Indicators in the Simulated Economic System in the Periods 

Preceding the Preparation of a New Contract

Indicator Dimension Sources of information for 
the calculation Evaluation period Meaning

The bank’s total 
cybersecurity costs 
(TCCB) in the short term 
(1 year)

Billion rubles Bank reporting 2023 59.19

Short-term return on 
cybersecurity spending 
( � CSR )

% 2023 17.61

Weighted average 
investment period in 
cybersecurity measures

Month 2019–2023 30

Long-term return 
on cybersecurity 
investment 

( C

CB

LI

TC
)

% 2019–2023 120.52

Total cybersecurity 
spending in the 
relevant group of banks 
in the short term (TCRG )

Billion rubles External publicly 
available information 

resources about 
banks and their 
relevant group

2023 24 700. 20

The average short-term 
return on cybersecurity 
spending within the 
relevant group of banks 
(SCRG )

% 2023 7.70

Weighted average 
term of cybersecurity 
contracts within the 
relevant group of banks 
(WCRG )

Month 2019–2023 41

Long-term return on 
cybersecurity costs 
within a relevant group 
of banks (LCRG )

% 2019–2023 103.12
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Indicator Dimension Sources of information for 
the calculation Evaluation period Meaning

The balance sheet 
currency of the 
outsourcing company 
(CCO)

Billion rubles Reporting from the 
outsourcing company, 

external publicly 
available information 
resources about the 
current corporate 

clients of the 
outsourcing company  

in question

2023 3.34

The costs incurred by the 
outsourcing company for 
creating cybersecurity 
technologies (CO)

Billion rubles 2023 0.10

The average term of 
contracts between the 
outsourcing company 
and its counterparties 
supplying resources to 
support its operations 
over the past 5 years  
(ACO )

Month 2019–2023 18

The average total 
currency of the 
outsourcing company’s 
client balance over 
5 years (ACCO)

Billion rubles 2019–2023 0.94

The total value of the 
outsourcing company’s 
contracts with all clients 
in the short term (TCS )

Billion rubles 2023 1.52

The sum of prevented 
losses from cyber threats 
to the outsourcing 
company’s clients in the 
short term (PLS )

Billion rubles 2023 0.07

Weighted average term 
of the outsourcing 
company’s contracts with 
clients

Month 2019–2023 12

The average additional 
income earned by the 
outsourcing company’s 
clients over the past 
5 years through the use 
of its services (AIOC )

Billion rubles 2019–2023 0.59

Source: Compiled by the authors according to SPARK. URL: http: www.spark-interfax.ru (accessed on 23.05.2024).

Table 2 (continued)
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In the paper [21], phenomenological 
models are proposed to justify decisions 
in the management process in economic 
systems of this type, and their construction 
methodology, initially developed within the 
natural and technical disciplines, is adapted 
to the specific features of the functioning of 
economic systems.

A phenomenological model of the system 
shows how changes in some indicators 
affect others. It describes how the system 

responds to various impacts. In this model, 
it’s not necessary to explain the reaction 
mechanisms in detail. It task is to show 
the quantitative characteristics of these 
reactions. This helps the manager make 
decisions about how to influence the 
system to achieve goals.

In the papers [22–28], phenomenological 
models are proposed for making managerial 
decisions in individual areas of economic 
act iv i ty. In  study [21] , a  general ized 

Table 3
The Values of Resource Exchange Indicators in the Simulated Economic System, Projected for 2023, 

Provided that There is no New Concluded Contract Between Delta Bank and Gamma IT Company

Type of resource 
exchange

Subsystem
P A E I

Environment (α) TCRG = 30 053 
billion rubles

SCRG = 15% WCRG = 42 month LCRG = 70

Object (δ) TCCB = 52 
billion rubles �

4 *2� � .

52 � � .

S
C

CB

L
SR

TC

billionrub

billionrub

= =

= ( )
( )

1
*

1734� � .*

52� � .

k

i ii

CB

CM PM

TC

billionrub month

billionrub

= =

=

∑ C

CB

LI

TC  = 

56.16

52

Project (y) Ao = 4 billion 
rubles

i = 0.1 billion 
rubles

ACO = 15 month ACCO = 0.91 billion 
rubles

Process (β) TSS = 1.3 
billion rubles

PLS = 0.06 billion 
rubles

 

( )

1
*

6.9 � .*
�

1.3� � .

m

i ii

S

CA CT

TC

billionrub month

billionrub

= =

=

∑ AIOC = 0.47 billion 
rubles

Source: Compiled by the authors.
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a p p r o a c h  t o  t h e  p h e n o m e n o l o g i c a l 
modelling of economic systems as control 
objects is developed, within which their 
e l e m e n t s  a r e  g r o u p e d  b a s e d  o n  t wo 
characteristics.

The f irst characteristic is the influence 
of the initial information about them on 
the new knowledge synthesized by the 
thinking of decision-makers. In this case, 
the peculiarities of how these individuals 
perceive different types of information 
are considered within the framework of 
D. Kahneman and A. Tversky’s behavioral 
management theory [29], and the result 
h e r e  i s  t h e  g r o u p i n g  o f  e l e m e n t s  o f 
the modelled economic system into 4 
subsystems, as  ident i f ied  in  systems 
management theory [30, 31]. Only within 
the framework of the proposed approach 
are subsystems distinguished by boundaries 
not in physical space and time, but in 
information space. The object subsystem 
(δ) includes elements whose information 
is used for and directly influences a series 
of management decisions. Information 
about the environmental subsystem (α) 
is also used in a series of management 
decisions, but it influences them indirectly 
through information about the object 
subsystem. The project subsystem (γ) is the 
set of elements whose information is used 
only for the current decision and directly 
influences it. The process subsystem (β) is 
related to information that only affects the 
current decision, but indirectly through the 
design subsystem.

The second characteristic is the changes 
that the management decision causes 
in the processes of resource exchange 
between the elements of the four identified 
subsystems. Resource exchange processes 
within subsystems are also divided into 4 
types from the perspective of which basic 
organizational management functions 
in i t iate  them, according  to  I . Adizes 
[32]. Specifically, within the proposed 
approach, the Adizes function “Producing” 
(P) is considered as initiating the primary 

transfer of resources between elements in 
the short term, while “Administering” (A) is 
seen as their reciprocal return of resources 
to each other, also in the short term. The 

“Entrepreneurship” (E) and “Integration” 
(I) functions ensure the system elements’ 
ability to maintain their capacity for these 
actions in the long term.

Thus, the phenomenological  model 
for managerial  decision-making in an 
economic system establishes a connection 
b e t w e e n  t h e  v a l u e s  o f  1 6  r e s o u r c e 
exchange indicators within it before the 
decision is made (4 resource exchanges 
in 4 subsystems) and their values, which 
change as a result of the decision. The 
economic content of these indicators in 
relation to the decision-making situation 
regarding the parameters of the bank’s 
interaction with the cybersecurity company 
is presented in Table 1.

Let’s  consider an algorithm for  the 
pract ical  appl icat ion of  the  resource 
exchange indicators discussed. Let’s assume 
that commercial bank “Delta” plans to sign 
a contract with IT company “Gamma” at the 
beginning of 2025, under which the latter, 
as an outsourcer, will ensure the protection 
of the bank’s customers’ transactions from 
potential cyber threats. The purchasing 
department has been given tasks:

1.  Determine the two main contract 
parameters — ​the total amount (CA) and 
the term (CT) — ​in such a way that they 
take into account four groups of factors: 
the  current  state  of  the  cyber  threat 
countermeasure system within Delta Bank 
itself, the state of similar systems in banks 
with a similar financial  and economic 
condition to the one under consideration 
(the relevant group), the financial and 
economic condition of the outsourcing 
company, and its performance indicators 
with existing clients;

2.  Assess the potential benefits a bank 
could gain from collaborating with this 
IT-company: the size of expected losses 
prevented (ELP) and the additional revenue 
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the bank could generate from entering into a contract with the IT company by increasing 
the resilience of customer transactions to cyber threats.

To build a phenomenological model of the described situation, the values of the 
indicators from Table 1 were calculated for the period preceding the preparation of the new 
contract. The obtained values are summarized in Table 2, which also indicates the time 
intervals for assessing the indicators and the sources of information for their calculation.

Using special forecasting methods (extrapolation), the projected values for the 
indicators from Table 2 for 2025 were obtained (assuming no new contract is concluded 
between Delta Bank and Gamma IT company). Forecast values for 2025 are summarised in 
Table 3.

In the paper [20], a general view of a phenomenological model of an economic system 
is presented, designed to generate a management decision within it under conditions 
of high system development turbulence and incomplete knowledge of the patterns of 
this development. Based on this general model, this paper proposes a specific form 
of this model for making a decision on the parameters of cooperation between a 
commercial bank and an IT company, ensuring the cybersecurity of customer banking 
operations.
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In this model, the left sides of the equations include the values of resource exchange 
indicators in the simulated economic system for the period in which the management 
decision is made (index pr), while the right sides include the values of these same indicators 
for the preceding period (index p. p.). Substituting the values from Table 3 into the left sides 
of the equations and the values from Table 2 into the right sides, we get:
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Fig. 2. A Commercial Bank’s Cyberstability Map
Source: Compiled by the authors.
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Solving this system of equations, we get:

CA  ≈  0.5, � 0.1ELP ≈ , 13CT ≈ , 0.2.LR ≈

T h u s ,  b a s e d  o n  t h e  c a l c u l a t i o n s 
performed, it can be stated that if Delta 
Bank signs a contract  with Gamma IT 
company for cybersecurity services for 
customer transactions worth 500 million 
rubles for a period of 1 year, the amount 
of prevented losses should be 100 million 
rubles  within the next  year  after  the 
contract is  signed, and the additional 
income within 5 years after the start of 
cooperation should be 200 million rubles.

The use of phenomenological modelling 
allowed for the calculation of specific 
parameters for ensuring the security of 
client operations during the commercial 
bank’s collaboration with an IT company, 
as well  as the development of a cyber-
resilience map (Fig. 2), which will help 
optimize monitoring, timely detection 
of potential cyberattacks, response to 
cyber incidents, and priorities tasks for 
strengthening the credit institution’s IT 
infrastructure.

Further research in this  area could 
focus on considering more complex cases 
to develop solutions and parameters for 
collaboration between a commercial bank 
and several IT companies simultaneously.

CONCLUSION
The paper presents a critical review of 
domestic and foreign scientific literature on 
the issues of cyber risks and cybersecurity 
in the context  of  the development of 
digital banking business. The theoretical 

significance of the study lies in the fact that 
theoretical pluralism regarding the analyzed 
concept is considered, and a conceptual 
apparatus is justified that allows for the 
study of the functioning, development, 
and justification of managerial decisions 
in building a cybersecurity system in a 
commercial bank: the concept of a “cyber 
ecosystem” is proposed, the construction 
of which at the level of a credit institution 
will help to more optimally identify and 
minimize the possibility of  cyber risk 
realization in key and target areas of the 
commercial bank’s activities, as well as 
contribute to the organization’s cyber 
resilience in the context of the development 
of digital banking. The practical significance 
of  the  study l ies  in  the  development 
of applied aspects of systems analysis 
and practical problem-solving: a model 
of  interact ion between a  commercial 
bank and an IT company special izing 
in providing cybersecurity services has 
been developed. Based on this model, an 
algorithm is proposed for justifying the 
bank’s management decisions regarding 
the allocation of funds for cybersecurity. 
The use of phenomenological modelling 
within this study allowed for the formal 
calculat ion of  specif ic  parameters  of 
cooperation between a commercial bank 
and an IT company that ensures the security 
of customer transactions. Building a cyber-
resil ience map for a commercial  bank 
allowed for the visualization of the cyber 
threat landscape and justified the need 
for continuous improvement of forms and 
methods for ensuring cybersecurity at the 
level of credit institutions.
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