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ABSTRACT

The study object is the digital economy. The aim of the article is to define the risks and chances that accompany the
rapidly developing digital technologies and penetrate into almost all spheres of human Llife and society. The following
risks were identified: dependence of economic agents on the Internet; replacement of human labor with machinery;
backlog of education system from the needs of the digital economy; digital inequality; oligopolization in the information
market; reduction of state control over the digital economy; companies gaining significant advantages over consumers
due to the use of modern technology for big data analysis; supranational nature of the digital economy and formation
of network global market for goods and services; reduced scope of protectionist measures for national producers and
import substitution; rise in cybercrime. The chances are: emerging new jobs affected by digitalization; development
of security and risk management technologies; automation of industry and provision of services; development of 3D
printing and other additive manufacturing technologies; development of end-to-end virtual environment technologies;
nearly endless segmentation and restructuring of the digital economy due to permanent appearing and disappearing
of its elements (niches); transaction cost reduction; improving the quality of state electronic services for both business
and public.*
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INTRODUCTION
The term digital economy as a phenomenon
is frequently used in common speech and me-
dia. It is relatively new and yet to be studied,
although it is of considerable importance for
further development of both national and
global economies. The term digital economy
was first coined in the scientific literature
in 1996 [1]; however, for more than 20 years
there has not been a single idea of its essence.
Scientists made many attempts to formulate
its generally accepted and accurate interpre-
tation, although without much success. This

might be due to the dynamic nature of the
development and the versatility of the digital
economy.

Scientists of different periods focused on
the development features of the digital econ-
omy within a certain period. At the turn of the
century, the authors focused on e-commerce
[2, 3].

The attention to the institutional compo-
nent has notably increased since 2010, pri-
marily to the role of state regulation. The
phenomenon of the digital economy was al-
ready studied at the level of national and su-

*The study was carried out in 2019 within the framework of the University-wide comprehensive theme “New Paradigm of Social De-
velopment in the Digital Economy” of the Financial University under the Government of the Russian Federation.
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pranational scientific and managerial struc-
tures (European Commission, OECD, G20
DETF).

The issues of cybersecurity, privacy, the
impact of big data technology, the Internet of
things and artificial intelligence on the econ-
omy and society have been brought up since
2013-2014. Some scientific papers overview
the definitions of the digital economy and
their interpretations. The articles by Bukh
and Heeks, as well as Rouse [4, 5] are among
them. A large amount of research for finan-
cial technologies and automation of financial
processes was conducted at the Financial Uni-
versity [6—10].

The development of the digital economy
undoubtedly has a positive effect on economic
growth and the ability of economic agents to
fulfill their functions and satisfy needs. Like
any complex phenomenon, the digital econ-
omy contains both opportunities and threats
for various subjects of economic relations.
This article provides their detailed analysis
and the best ways of managing them.

THE DIGITAL ECONOMY
AND FINANCIAL TECHNOLOGIES
Officially the digital economy is viewed upon
in the Decree of the President of the Russian
Federation “On the Strategy for the Develop-
ment of the Information Society in the Rus-
sian Federation for 2017-2030”!. It is an eco-
nomic activity where digital data is the key
to production. Processing big data and using
the analysis results may significantly increase
the efficiency of various types of production,
technologies, equipment, storage, sales, de-
livery of goods and services compared to tra-
ditional forms of management. The digital
economy is not a separate industry; in fact
it is a way of life, a new basis for developing
public administration, economy, business,
social sphere, and society as a whole. It is
the achievement of a post-industrial society

1 On the Strategy for the Development of the Information So-
ciety in the Russian Federation for 2017-2030: Decree No. 203
of the President of the Russian Federation of May 9, 2017.
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based on the so-called “knowledge economy”.
In this case, the information becomes an im-
portant economic resource. To receive, pre-
serve and disseminate, as well as protect in-
formation is important for the development of
society and individuals. With other countries
competing for leadership in the formation of a
new technological order, Russia’s successes in
the knowledge economy are critically needed
for the future of the country.

Modern technologies have influenced so-
cial and economic relations and formed a new
reality. This reality provides strong interde-
pendence and mutual influence of both ele-
ments of individual socio-economic systems
and the systems themselves at various levels.
The digitalization has led to a psychological
“contraction” of the world where distances
have partly ceased to be an obstacle to the
formation of ties between economic agents.
The effect of digitalization can be compared
with the development of rail and sea transport
in the 19t century, as well as air transport in
the 20" century. In the case of transport, dis-
tances shortened: traveling and transport-
ing goods became easier, faster and cheaper,
transport played the role of the circulatory
system of the industrial economy and signifi-
cantly contributed to its development. Tel-
ecommunication technologies had a similar
effect on a post-industrial society where in-
formation began to play an important role.

Digital technologies are specific about the
quality of the infrastructure of the develop-
ment area, as well as the quality of human
capital. Working in the digital economy re-
quires significant knowledge and skills. In
the new conditions the consumption function
also demands certain specific skills from citi-
zens.

In the context of information transparency
and decentralized network structures, reduc-
ing information asymmetries, the state is los-
ing its monopoly on managing the informa-
tion field, and as a result, it partially loses the
resource for managing the economy and soci-
ety. In the future, the states, groups and indi-
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viduals will undoubtedly be able to use mate-
rial resources, relationships and information
faster, more comprehensively and flexibly
than their predecessors will gain the power?2.

The past few decades are described by sig-
nificant political, social and economic insta-
bility. The development of information tech-
nology supported this turbulence, creating
both new risks and opportunities for subjects
of economic relations. Due to the traditional
inertia of legislative and executive authorities,
objective changes are often misunderstood
and rejected at the state level. Though in 2018
President of the Russian Federation Vladimir
Putin called to intensify digital transforma-
tion, little has been done within more than a
year.

On May 28, 2019, Chairman of the State
Duma Viacheslav Volodin estimated the de-
livery of the national project “Digital Econo-
my” as too slow: “Of the 20 bills ... only one
law has been passed so far, and 19 have not
been adopted ... unless we reconsider our at-
titude to robotics, artificial intellect, we will
not reach the indicator, and the task set in the
President’s message.”®

In the context of the digital economy and
the knowledge economy, changes are highly
intense and often radical; they are destroy-
ing long-standing socio-economic relations
and have a significant impact on the social
and political life of countries. The inability
of state authorities to keep pace with these
changes and respond effectively to them, not
to speak of anticipating them, to perform
their functions requires a transformation of
the management approach. In this regard, the
scientific approach aimed at detailing and as-
sessing the risks and chances of the digital
economy is of particular relevance.

2 Global trends: paradox of progress. A publication of the Na-
tional Intelligence Council. January 2017. URL: https:/www.
dni.gov/files/images/globalTrends/documents/GT-Core-Rus-
sian.pdf (accessed on 02.10.2019).

5 Volodin criticized the course of the national project “Digi-
tal Economy”. RBC. 28.05.2019. URL: https://www.rbc.ru/eco
nomics/28/05/2019/5ced15079a7947bc82e3dbeb (accessed on
02.10.2019).

The major changes resulting from digitali-
zation are observed in the financial sector of
the economy. The term “fintech” is often re-
ferred to with the term “digital economy”. A
feature of financial relations is a large amount
of information to be processed and transmit-
ted to remote correspondents. Today, none of
the areas of financial activity can be “pre-digi-
tal”. Digital technologies are not only a tool in
financial relations. They also determine area
for development of financial organizations,
change the nature and way of interaction with
customers and create the technological basis
of new financial instruments and services. The
representatives of the financial sector have re-
peated that it was too late for banks to start
digitalization: those who did not do this a few
years ago fall far behind and will eventually
have to leave the market. Indeed, modern in-
novations greatly affect the competitiveness of
financial companies. Currently, the influence
of trends and development of digital technol-
ogies determine the development of financial
activity. The financial sector plays a key role
in the national economy. This is evident in the
formation of an innovative economy which re-
quires significant investment and borrowing.
Besides, the digitalization of financial rela-
tions is necessary for the development of the
digital economy, since the intensification of
economic relations, in particular, the Internet
economy, has required electronic money and
electronic payment systems. Therefore, spe-
cial attention is to be drawn to fintech when
analyzing the risks and opportunities for the
development of the digital economy.

THE CONS OF THE DIGITAL ECONOMY
Despite having been developed for more than
30 years, the digital economy as a new quali-
tative phenomenon is still not fully under-
stood. In terms of theoretical research, this
slowness is not new or surprising. In terms of
legal regulation of the economy and financial
activity, lagging behind is not only extremely
unacceptable, but also dangerous. Unfortu-
nately, it is precisely the lag in the develop-
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ment of modern economic theory, the insuf-
ficient assessment of the risks and chances
accompanying the digital economy, which
create the prerequisites for making erroneous
decisions in its legal regulation.

In this regard, the risks and chances of the
digital economy are to be analyzed, including
in the financial sector.

The risks are as follows:

e Economic agents depend utterly on the In-
ternet. Violating the normal functioning of
the telecommunications infrastructure can
completely paralyze various systems at all
levels of the economy. The WEF Global Risk
Report notes a critical failure of the informa-
tion infrastructure as one of the most danger-
ous risks for mankind*.

As already mentioned, digitalization in the fi-
nancial sector has gone very far. Therefore, it is
one of the most vulnerable elements of the eco-
nomic system for the risk implementation.

It is worth mentioning the psychological
dependence of the population on the network,
the phenomenon of “clip thinking”, and dif-
ficulties with perception of reality in a large
amount of information whose significant part
is false and / or manipulative.

» Digitalization for the sake of digitalization.
There is a myth that digitalization can solve all
multiple problems of the Russian economy. No
doubt, the competent use of modern technolo-
gies can be beneficial. The Russian economy
focuses on the export of natural raw materials
at the cost of the manufacturing industry and
infrastructure, where digital technologies can
be expected to fit most efficiently.

The digital economy should not be limit-
ed to IT and telecommunications, as well as
to the online economy. The elements of the
digital economy are active on all segments of
the national economy. Moreover, Industry 4.0
involves the brisk growth of high-tech indus-
tries and the introduction of cyberphysical
systems in all areas of economic activity.

+The Global Risks Report 2019. The World Economic Forum.
URL: https://www3.weforum.org/docs/WEF_Global_Risks_Re-
port_2019.pdf (accessed on 02.10.2019).
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In Russia, the implementation of Industry
4.0 concepts is very limited due to a degrad-
ed non-resource real sector of the national
economy. In the midst of economic sanc-
tions, the weak domestic industry (especially
machine tool and instrument making indus-
tries) significantly reduces the potential for
innovation. This is risky as if the national
economy continues to lag in technologies,
the dependence on foreign technologies,
software and high-tech equipment will in-
crease.

In Russia, there is obviously too much en-
thusiasm for fashionable digitalization by
means of budget subsidies; their effectiveness
is as a rule questioned. This situation may re-
main the same until the state planning sys-
tem of the economy is restored. The system
combines strategic (long-term) and program-
targeted planning in priority development ar-
eas (growth points).

e Digitalization implies the development of
robotics and artificial intelligence technologies
and poses risks for workers, especially for low
or medium-qualified people. It is expected
that a number of professions will cease to ex-
ist, the unemployment will rise and workers’
social guarantees will be reduced.

The 2017 PwC report shows the shares of
jobs threatened to be replaced by automation
in different countries by 2030: 38% in the U.S.,
35% in Germany, 30% in the U.K., and 21% in
Japan. World Bank experts give even more
menacing numbers for developing countries:
up to 2/3 of all jobs in the coming years can
be automated [11]°. Domestic scientists pre-
dict that in our country 57 “traditional” pro-
fessions will disappear by 2030, but 186 new
ones will appear®.

5 Workforce of the future. Pw C. 2018. P. 8. URL: https://www.
pwc.com/gx/en/services/people-organisation/workforce-of-
the-future/workforce-of-the-future-the-competing-forces-
shaping-2030-pwc.pdf (accessed on 02.10.2019); World De-
velopment Report “Digital Dividends” by World Bank. 2016.
URL: https://openknowledge.worldbank.org/ (accessed on
02.10.2019).

¢ Atlas of emerging jobs. Agency for strategic initiatives and
Skolkovo Moscow School of Management. 2019. URL: https://
www.atlas100.ru/index/ (accessed on 02.10.2019).
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These problems are not yet relevant in Rus-
sia, since the use of industrial robots is still
exotic. Nevertheless, the rise of artificial in-
telligence systems, including in the banking
sector, has already led to massive reductions.

In the long term, in case of mass robotiza-
tion in Russia due to the development of own
technologies and production or due to the
cheapening of foreign robotics, we can distin-
guish two serious problems for our society de-
veloped over the past decade. First, the age of
retirement increase led to a significant num-
ber of workers to remain on the labor market.
Like many older people, most of them do not
have enough aptitude to learning new skills,
as well as to retraining and generally possess
outdated skills that will not enable them to
be highly employable in the face of a reduc-
tion in available jobs, as well as jobs requiring
low or medium qualifications. Second, a sig-
nificant number of migrants usually engaged
in menial work arrive in the Russian Federa-
tion annually. Due to declining demand for
their labor, the situation of families of such
migrants can worsen significantly. Therefore,
it is now necessary to implement programs
to integrate at least the children of migrants
into the society and to ensure that they can
receive a quality education. Otherwise, there
may appear a lot of dropouts united by eth-
nicity, living on state allowance and often en-
gaged in criminal activity. Unfortunately, in
the USA ethnic gangs create significant prob-
lems for society.

e The education system lags behind from the
digital economy requirements. On the one hand,
standardization of educational process unifies
educational programs and training of spe-
cialists with a predictable set of knowledge
and skills. On the other hand, the education
system remains extremely inertial and does
not respond to ongoing significant changes
caused by digitalization and other results of
scientific and technical progress. The rapidly
transforming labor market requires a more
flexible system of personnel training and up-
dated educational programs.

10

Labor activity and additional professional
education partially reduce the gap between
the requirements of employers and the ca-
pabilities of the domestic education system.
This is positive, since in the knowledge econ-
omy, education should be a part of a person’s
life throughout his entire career. Nevertheless,
eliminating the gap between knowledge and
skills obtained at a university or college and
the real work requirements costs employees
and employers extra.

It is important that training of young spe-
cialists included developing their habits and
needs for continuous self-education, for ob-
taining not only skills, but also knowledge, as
well as readiness to change professions over a
long working life. The adaptability of the em-
ployee to rapidly changing working conditions
is one of the most valuable qualities.

e Digital inequality. As a result of previous
industrial revolutions, the countries of the
world will develop unevenly in Industry 4.0.
Due to the development of digital technolo-
gies, the division of the world into the center
and the periphery will increase even more.
The level of the digital economy development
varies in the countries of the global North
and the global South. According to McKin-
sey, in 2010, the contribution of the Internet
economy to the GDP of developed countries
amounted to 3.4%, while in Russia, Eastern
Europe, West Asia and other long-term coun-
tries this figure was 1.9%.

Inequality in development will be increas-
ing at the regional level due to different qual-
ity of regional human capital, financial capa-
bilities, infrastructure development, etc. Simi-
lar phenomena are observed in China, where
the development of the digital economy in the
eastern and southwestern regions is twofold
different [12]. A good example is the state of
California that surpasses the other states in
terms of GRP and is a center for the develop-
ment of information technology’.

7 California is a territory of an endangered middle class. News.
Economy. 26.10.2018. URL: https://www.vestifinance.ru/arti-
cles/109254 (accessed on 02.10.2019).
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At the micro level, digital inequality ap-
pears between citizens, considering their age,
gender and education.

» Oligopolization in the information market.
There are key economic resources and domi-
nant social groups at each stage of economic
and social development. In a post-industri-
al society, such roles were respectively ac-
quired by information, as well as owners and
top managers associated with data process-
ing. They start fighting with the “old” indus-
trial and especially the financial elite. In the
post-industrial society, the main advantage
of modern high-tech companies is the ability
to accumulate and process large amounts of
information about the most diverse aspects
of the activities of individuals and legal en-
tities using the Internet. This opportunity is
the result of the widespread use of telecom-
munication technologies and personal elec-
tronic devices with permanent net access [13].
Therefore, IT-companies have instruments of
active influence on decision-making by eco-
nomic entities. These companies can offer
goods and services even if potential custom-
ers do not yet understand they’d like to have
them. The companies can shape public opin-
ion and influence political processes (eg. the
case of Cambridge Analytica). Thus, a class
with intellectual dominance gains power over
other citizens, who can lose subjectivity in
decision-making.

Based on historical experience, it can be
assumed that oligopolization processes will
take place in the information market (as an
economic resource). Oligopolization will
manifest itself in the concentration of pro-
duction factors belonging to a relatively small
number of owners of huge and powerful IT
companies, as well as in data concentration
(and the processed information) in the data
centers of these companies.

In such conditions, the situation of or-
dinary citizens is expected to become even
worse. In the post-industrial society, such
phenomena will be more humane than in the
previous cases (for example, enslavement of
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low-land peasants, fast and socially difficult
urbanization, cruel exploitation of the work-
ing class, etc.). Most likely, they will concern
information rights and freedoms related to
the protection of personal data, privacy, free-
dom of thought and conscience. In our opin-
ion, a negative scenario for the development
of the digital economy may also be the exces-
sive use of technology by the state to control
and suppress citizens.

* Reducing the state control over the digital
economy, considering the trend for horizontal
ties between economic entities and bypass-
ing the traditional channels of exchange and
consumption of goods and services. Typical of
many relations in the information society, de-
centralization and anonymity tempt economic
agents to avoid commitments to the state, to
create an illusion of its uselessness, and to
behave as free-riders. The state should sup-
press such behavior. At the same time, prohib-
itive regulation will be ineffective since it will
create difficulties for law-abiding citizens and
entrepreneurs, but will not solve the problem
of circumvention of law by violators. It is nec-
essary to find new ways to determine the tax
base for entrepreneurs building their business
through direct horizontal connections. Also,
the state should ensure maximum transpar-
ency in the process of spending budget funds,
which will lead to public awareness of the
need and public utility of paying taxes.

» Using modern technologies to analyze big
data, as well as collecting diverse user infor-
mation by various companies lead to signifi-
cant advantages over consumers. This results
in personified advertising, artificial formation
of public opinion, cramming. In our opinion,
it is also dangerous to diversify citizens ac-
cording to their well-being and solvency
based on an analysis of their digital identity
that leads to a selective approach to the pro-
vision of services and even rights to them. An
example is the experience of the PRC in using
a social rating system to divide people into
groups with different rights and opportunities.
Such experiments are completely anti-demo-

11
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cratic and demonstrate a prospect of return-
ing to the archaic society by means of modern
technology.

» Attempts to establish bans on the use of
financial technologies instead of legal regu-
lation of their application as a consistent
development of previously formed legal ap-
proaches. The complexity of the problem
tempts to solve it by simple and crude meth-
ods, primarily prohibitive, which ultimately
creates new problems, worsens the general
business conditions in the country, and leads
to an increase in the shadow sector of the
economy.

An example is the prohibitive regulation
of the cryptocurrency market. Despite the
fact that the authors treat them negatively for
non-environmental friendliness, the regula-
tion should still be carried out in a civilized
form and reflect a clear pragmatic position.
The indecision and inconsistency of the fi-
nancial authorities led to chaos regarding
cryptocurrencies in the field of law enforce-
ment. As a result, “curious” court decisions
were made: for example, to prohibit informa-
tion about cryptocurrencies from the Internet
on the territory of the Russian Federation?.

 Supranational nature of the digital economy
and the formation of network global market for
goods and services, including financial ones.
The development of online trading has favora-
bly affected the ability of citizens to purchase
various goods in foreign online stores and
marketplaces and to receive orders by mail.
It is often cheaper than to buy them in local
stores. Thus, Russian businessmen are losing
customers and profits, and the state does not
receive taxes. Restrictive measures reducing
the maximum allowable cost of goods that
does not require customs duties, to some ex-
tent, can limit the penetration of goods from

8 Bitcoin got to the Supreme Court. RBC website. URL: https://
www.rbc.ru/newspaper/2018/03/05/5a97e79e9a79470de78a6e
da (accessed on 02.10.2019); The Supreme Court agreed to de-
termine the status of cryptocurrency sites. RBC website.URL:
https://www.rbc.ru/technology_and_media/02/03/2018/5a97e
79e9a79470de78a6eda (accessed on 02.10.2019).
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foreign stores into the domestic market. How-
ever, a significant part of online purchases is
associated with transferring rights to use dig-
ital objects (software, video and audio files,
books, etc.), as well as a number of services
provided electronically in the “gray zone” (for
example, the services of numerous freelancers,
streamers, creators of network content).

Financial transactions on the world’s lead-
ing exchanges require only a computer and
an Internet connection and are almost not
controlled by the state whose resident makes
such transactions. Traditional approaches to
the legal regulation of these activities will not
produce the desired result.

e In the digital economy, the ability to im-
plement measures to protect national produc-
ers and import substitution is reduced. Pro-
tectionism involves the use of economic
and administrative methods that artificially
increase the competitiveness of domestic
goods and services in the domestic market.
Protectionism can also stimulate the devel-
opment of domestic enterprises that ideally
should catch up with foreign competitors in
terms of production efficiency, product qual-
ity and other criteria. In case of the digital
economy, a problem arises when its key prod-
ucts / services (microprocessors, storage me-
dia, operating systems, software) produced
in the country are significantly behind their
foreign analogues. Another problem is that
copying production technologies for these
products may be impossible for technical rea-
sons, and creating own production that can
catch up with the leaders is also impossible:
regardless of the need for large investments
(including in human capital), large-scale
R&D and the need to fight for the sales mar-
ket (preferably not only internal), there is a
decisive time factor. Technology is develop-
ing faster: while the country is creating its
own production of high-tech products, lead-
ers will move further. Thus, in the context of
Industry 4.0, the implementation of protec-
tionist policies becomes more complicated
and the implementation of the import sub-

FINANCE: THEORY AND PRACTICE 4 Vol. 23, No.52019



stitution policy in high-tech industry is an
extremely difficult task.

» The backlog of legislation and law enforce-
ment from the rapidly changing realities of the
digital economy. The norms of Section VIII of
the Criminal Code of the Russian Federation
“Crimes in the Sphere of Economics” and their
application have a significant discrepancy
between the legal interpretation and actual
crimes in the sphere of economics committed
using information and telecommunication
networks, including the Internet [14]. A sig-
nificant part of crimes is currently commit-
ted using information and telecommunication
technologies, but they are quite traditional in
nature (fraud with bank payment cards, dis-
tribution of drugs by the network, etc.). Digi-
talization has led to emerging crimes whose
impact is directed to automated computer
systems and the classification of acts (for ex-
ample, fraud) is very difficult. Supposedly, the
development of digital technologies and their
application in the economic sphere will accel-
erate and this gap will grow. It will increase
opportunities for actually criminal activity in
temporary lags arising between the beginning
of the criminal use of new technologies and
the emergence of legislative tools to suppress
such activities.

» Increasing risks of cybercrime in the con-
text of the development of the digital econo-
my. Of particular note is the importance to
develop information security technologies.
Widespread use of information technology
and digitalization of various activities create
“cumulation” of risks in the context of many
interconnected complex systems. Already
mentioned “The Global Risks Report 2019”
report notes that there are quite likely and
serious risks: “critical destruction of the in-
formation infrastructure”, “IT fraud and data
theft”, as well as “cyber attacks”. The activi-
ties of cybercriminals are dangerous for sev-
eral reasons. First, it is transnational, which
significantly complicates the fight against it
even without considering multi-level identity
anonymization of the criminal achieved by
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means of modern technologies. Second, the
object of cybercriminal attacks is information,
an important “resource” of the post-industri-
al society. Destruction, theft and compromise
of information can lead to extremely nega-
tive consequences for both citizens and com-
panies, and for states. Third, the objects of
infrastructure and production often become
the target of cybercriminals and cyberterror-
ists. Proliferation of cyberphysical systems
and the high level of interaction and inter-
connectedness of various objects through in-
formation and telecommunication technolo-
gies make them extremely vulnerable to cyber
attacks. Fourth, the cost of resources for com-
mitting cybercrimes is not comparable with
the possible damage from them. Fifth, the
activities of cybercriminals are often not of
a pronounced institutional nature, they may
not be regarded as “traditional” crime which
complicates the activities of law enforcement
agencies.

THE GOOD EFFECTS
OF DEVELOPING THE DIGITAL ECONOMY
Let us take a look at the chances of the digital
economy:

e Beneficial processes in the labor market.
As already mentioned, digitalization not only
clears jobs and professions away, but also
promotes new ones. Opportunities for remote
work are growing creating great employment
opportunities for residents of remote and de-
pressed territories, as well as for people with
limited mobility. Statistics on online plat-
forms related to career and remote work show
the significant popularity of remote employ-
ment and freelance. Linkedin has over 350
million users, Careerbuilder is visited by more
than 24 million users a month. Platforms re-
lated to freelance are actively developing:
12.5 million users are registered at Upwork,
14.3 million — at Freelancer.com, Uber service
alone has about 1 million drivers [15]. Accord-
ing to individual evaluations, by 2020 every
second worker in the USA is expected to be-
come freelancer [16].

13
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Distributed and unneedful of offices, new
network structures will save companies on
rent and employees’ commute time. Such
transformations in the labor market require
reforms of labor legislation, for example, in
terms of accounting for working time, moni-
toring its duration, working hours, part-time
work, etc.

Researchers also note returning the pro-
duction of a significant part of consumer
goods and services to households based on
improving household appliances [17]. This ob-
servation is also evidence of some decentrali-
zation of the modern economy in the frame-
work of co-consumption.

» Using the concepts of the Internet of things
and big data to improve business performance
and reduce uncertainty. Smart systems, pro-
cess automation in various fields of activity
consisting in collecting and processing large
amounts of data by machines, as well as ex-
cluding people from routine activities, will
increase economic resources efficiency and
reduce the impact of uncertainty in decision-
making. The use of industrial Internet tech-
nology will positively affect most sectors of
the economy. The development of the concept
of “smart cities” and “smart homes” will al-
low for a more efficient use of resource-saving
technologies, a beneficial effect on the qual-
ity of the urban environment and the lives of
citizens, and will increase public safety.

» Development of security and risk manage-
ment technologies. The development of digital
identity and blockchain technologies will en-
sure the security of the activities of economic
entities, cut down transaction costs, reduce
the influence of asymmetric distribution of
information, and diminish the uncertainty
factor.

The use of drones, robots and artificial in-
telligence systems will reduce the need for
human participation in hazardous activities,
minimize the risk of the “human factor”, and
automate public safety systems.

e Automation of industry and the provi-
sion of services, as well as the development of
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3D printing and other additive manufacturing
technologies. Robotics and artificial intelli-
gence cut the need for labor resources in the
context of mass production and standardi-
zation of service delivery. At the same time,
the development of additive manufacturing
technologies opens up opportunities for indi-
vidualization of products. This may lead to a
creative approach to production, an increase
in demand for highly skilled workers able to
create unique products in accordance with the
specific needs of the customer.

e The development of end-to-end virtual envi-
ronment technologies to reduce the negative im-
pact on the economy of factors of large distances
and imbalances in the economic development of
territories. The use of modern information and
telecommunication technologies (augmented
and virtual reality, digital identity, blockchain,
cloud technology, remote workstations), as
well as measures to reduce “digital inequal-
ity” will weaken the centripetal processes in
the Russian economy and minimize spatially
determined gaps in the economic develop-
ment territories caused (among other factors)
by the concentration of economic resources
in a small number of regions. This concentra-
tion is as a result of socio-economic processes
associated with accumulating resources in a
limited area in order to achieve a synergistic
effect for more intensive economic growth.
The use of these technologies and creation of
an appropriate infrastructure will reduce the
level of this concentration without slowing
down economic development. Virtual envi-
ronment and big data technologies will cre-
ate mechanisms for identifying the most ef-
fective solutions in various fields of activity
with their subsequent relay to all subjects of
a particular system. A key area is the creation
of a large-scale virtual educational environ-
ment, integrated into the modern education
system at all levels. This measure is focused
on the development of human capital, one of
the most important factors of scientific and
technological progress. Virtual environment
technologies can be used in healthcare, state
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and municipal administration, as well as in
the field of national defense.

» Virtually endless segmentation and re-
structuring of the digital economy due to per-
manent appearing and disappearing of its el-
ements (niches). Such flexibility opens up
opportunities for self-realization and self-
sufficiency of citizens that contributes to
economic growth and reduces the social
burden on the state. Besides, emerging new
niches create additional opportunities for
small and medium-sized businesses, as well
as startups. In this regard, an important pos-
tulate of legal creativity should be the crea-
tion of favorable conditions for new niches of
the digital economy.

* Reducing transaction costs. A feature of
the digital economy is the diminishing role of
intermediaries by creating digital services (for
example, electronic trading platforms) that
provide direct contact between the supplier
and buyer of goods or services. The territory
where counterparties are located, language
barriers, and currency differences do not an-
ymore have a significant impact on the eco-
nomic relations of various entities. The legal
regulation of such services and the protection
of the rights of the parties (given the possible
location of sites and one of the parties out-
side the Russian jurisdiction) are still an ur-
gent problem. At the same time, attempts to
regulate such Russian sites will only lead to
their loss of competitiveness compared to the
foreign ones and will stimulate the departure
of both the sites and their customers outside
the Russian jurisdiction.

» Improving the quality of state electronic
services for both business and public. Govern-
ments of all countries are increasingly switch-
ing to digital technologies. In developing
countries the number of jobs with intensive
use of IT technologies is higher in the pub-
lic sector than in the private one. By 2014, all
193 member states of the United Nations (UN)
had national websites: 101 of them allowed
creating personal accounts, 73 of them could
file income tax returns, and 60 of them could
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register a company. As for the most common
basic government administrative systems, 190
UN member states have implemented auto-
mated financial management, 179 have used
such systems for customs clearance, and 159 —
for tax administration. 148 of them have in-
troduced some form of digital identification,
and 20 of them have created multi-purpose
digital identification platforms®.

Many efficient and convenient electron-
ic services were already created in Russia.
They facilitate relations between authorities
and citizens on various issues. In general, it
should be noted that in developing this ele-
ment of the digital economy, the Russian Gov-
ernment has achieved significant success.

Undoubtedly, the list of risks and opportuni-
ties that accompany the development of the
digital economy is not complete. Nevertheless,
ignoring the mentioned risks and chances of
the development of the digital economy in
Russia may cause errors in planning and in
making decisions in economic regulation at
both the legislative and executive government
levels.

Due to digital technologies and the ongo-
ing transition to a new technological struc-
ture, the Russian Federation has a unique
chance to become competitive at the interna-
tional level, to solve many internal problems,
and to improve the quality of life of citizens.
Our country has repeatedly experienced mod-
ernization in a very short time which often
led to severe social and other risks. To man-
age such risks, one should study them in the
framework of scientific activity, conduct pre-
dictive analysis, plan measures to minimize
and eliminate them. Scientists from various
fields of science should focus on the changes
in society that accompany the development of
digital technology.

9 World Development Report “Digital Dividends” by World
Bank. 2016. URL: https://openknowledge.worldbank.org/ (ac-
cessed on 04.10.2019).
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