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INTRODUCTION
Amid its rapidly increasing and immense pro-
fessional and public interest the subject of 
cryptocurrencies has raised the number of 
studies. The analysis of the economic nature of 
cryptocurrencies and their functions are widely 
discussed.

Cryptocurrencies and distributed ledger 
technology are two key concepts related to 
cryptoeconomics. The distributed ledger tech-
nology (blockchain) is often considered sepa-
rately from cryptocurrencies, since it is only a 
certain type of database, the basis for crypto-
currencies. During the cryptocurrency boom, 
many large enterprises and even states were 
experimenting with distributed ledgers and 
were trying to apply them in various sectors 
of the economy. However, a significant part of 
these projects remained ink on paper or their 
implementation was limited to pilot launches 
and tests. At the same time, some experiments 

were successful, and today blockchain is used in 
information systems of government, medicine, 
and logistics. Nevertheless, experience has 
shown that blockchain without cryptocurren-
cies is a rather specific product that can show 
all its benefits compared to classical databases 
only under certain conditions.

As for cryptocurrencies, Bitcoin is mostly 
discussed in the academic community, al-
though by now, the popularity of other crypto-
currencies has also grown significantly. Mod-
ern cryptocurrencies differ from each other not 
only by the features of the cryptographic al-
gorithms, by the mechanisms of consensus, by 
the issuance and the degree of (de)centraliza-
tion, but also by their target functions. Besides, 
many cryptocurrencies are considered as a po-
tential investment tool. This work follows the 
previous research and aims to systematize the 
views on cryptocurrencies and their essence 
that exist in the literature.
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BLOCKCHAIN AS THE BASE 
FO CRYPTOCURRENCIES

Most cryptocurrencies run on blockchain tech-
nology, which is a type of a distributed ledger, 
i. e. represents a certain type of database. Each 
block in blockchain contains a set of transac-
tions completed during a certain period of time.

There are several classifications of block-
chain by various criteria. In the light of the 
discussion about cryptocurrencies, the method 
of forming a blockchain (adding new blocks) is 
of interest. It is determined by the type of con-
sensus, i. e. the mechanism, which decides on 
the degree of information security and how new 
blocks of information are formed.

There are three main types of consen-
sus mechanism algorithms: “proof-of-work”, 

“proof-of-stake” and “proof-of-authority”, the 
algorithm based on solving the Byzantine Gen-
erals’ Problem (it has not proved its effective-
ness).

Before we speak more specifically about the 
types of consensus, it is necessary to define an-
other term important for blockchain — ​“a node”.

A node is a device in a blockchain network, 
i. e. any electronic device, such as a computer or 
telephone that has an Internet connection and 
an IP address. Nodes maintain the network by 
saving a copy of blockchain and, in some cases, 
processing transactions. Owners of nodes pro-
vide their computing resources to store and 
verify transactions, so they may get a transac-
tion fee (commission). This is called mining 
(mining for PoW algorithms) or forging (forging 
for PoS algorithms).

There are two types of nodes:
1.  A full node downloads the entire data of 

a specific blockchain and validates any new 
transaction, thus confirming and conducting 
transactions, placing them in blocks.

2.  A partial (or lightweight) node does not 
store complete ledger. Thus, blockchain size 
is not a problem for this type of nodes, since 
there is no need to store a huge amount of data. 
Lightweight nodes only download the part of 
the blockchain which they require using SPV 
(Simplified Payment Verification) mode. They 

will connect to full nodes clients and use bloom 
filters to ensure that they only receive transac-
tions, which are necessary and relevant to their 
operations.

The proof-of-work (PoW) is a common con-
sensus algorithm used by the most popular 
cryptocurrency network Bitcoin. The idea is 
that the nodes of the blockchain compete to 
start the generation of each new block, which 
is called mining. The competition consists in 
solving a cryptographic problem (select a par-
ticular hash 1 of a certain complexity, which will 
serve as the header of a new block). This is what 
determines the competitive nature of mining: 
the more computing power is added to the net-
work, the higher average number of calcula-
tions needed to create a new block. This meth-
od also increases the cost of the block creation, 
increasing the efficiency of the system. As a 
reward for its work, the victorious miner gets 
some new Bitcoin. This reward for recording a 
new block (solving a cryptographic problem) 
represents the currency issue. The Bitcoin pro-
tocol, as well as many other cryptocurrencies, is 
designed in such a way that issuance occurs at 
approximately equal intervals of time, and the 
value of each issuance is known in advance and 
is defined in the protocol properties; therefore, 
the trajectory of all future issuances, and there-
fore the cryptocurrency supply path, is known 
in advance.

The PoW enables any Bitcoin user to make 
secure transactions without the intervention of 
third parties. However, the main blockchain’s 
weaknesses that form the very essence of cur-
rencies such as Bitcoin are well known. They 
consist in low transaction speed, fluctuating, 
and sometimes, high transaction costs. In ad-
dition, mining operations to verify blockchain 
process are associated with huge energy con-
sumption.

The “proof-of-stake” consensus algorithm 
determines the probability of a participant to 

1  A hash is the result of a hash function. Such functions help 
prevent rewriting any information, since in this case it will be 
necessary to rewrite all subsequent blocks, which is impossible 
(see [1] for more details).
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create a new block by the number of cryptocur-
rencies / tokens on their balance. The main PoS 
advantage is that there is no need to spend a 
large amount of energy on cryptographic prob-
lems. At the same time, while a new block is 
created, no more cryptocurrency is produced — ​
the only reward is the fee from the transactions 
included in the block.

It is also possible to combine PoW and PoS 
mechanisms when some of the blocks are 
mined (for example, every nth block, i. e. the 
place of such blocks in the chain is determined, 
the remaining blocks are added by validators).

The idea of the consensus mechanism based 
on solving the Byzantine Generals’ Problem 
(byzantine fault tolerance algorithms, BFTA) 
is the constant exchange and reconciliation of 
ledger copies between the network participants 
resulting in consensus. Such systems are char-
acterized by high transaction speed and lack of 
mining. The nodes participating in the consen-
sus (depending on the cryptocurrency) can get 
some transaction fees from approved transac-
tions. Such algorithms demonstrate high trans-
action speed with only a relatively small num-
ber of decision nodes and, therefore, are more 
often used in partially centralized ledgers.

Depending on the issuing mechanism, the 
vast majority of cryptocurrencies can be divid-
ed into those with limited offer, and the maxi-
mum amount is delayed, and those whose offer 
is fully issued at the moment when cryptocur-
rency is created.

Cryptocurrencies of the first type usually use 
PoW as a consensus mechanism, when the gen-
eration of new coins is a reward to miners, net-
work participants, creating new blocks in the 
chain by using their computing power (Bitcoin, 
Etherium).

Cryptocurrencies of the second type use 
other consensus mechanisms, for example, PoS, 
where the likelihood of becoming a participant 
in creating a new block depends on the balance 
of coins in the account, the computational work 
is not so expensive, and the reward is only the 
fee from approved transactions (Nxt, Black-
Coin).

Most common is using both consensus 
mechanisms 2, when most of the blocks are cre-
ated by PoS, but some “holding” blocks are cre-
ated by mining (EmerCoin, PeerCoin).

There are other methods of consensus and 
issuance. For example, in the Stellar decentral-
ized platform for currency transactions, with its 
own lumen currency, the consensus mechanism 
is based on a particular solution to the Byzan-
tine Generals’ Problem (Federated Byzantine 
Agreement, FBA) [2]. Stellar had 100 billion 
lumens created at the genesis of the project, 
most of which are still not in free circulation 
(belong to the founders). Nevertheless, the fol-
lowing so-called inflationary mechanism was 
installed in the system, ensuring an increase of 
coins at a rate of 1% per year. Stellar charges 
a fee for each transaction. The fee pool is the 
lot of lumens collected from transaction fees. 
The pool plus the number of coins in circula-
tion, multiplied by the coefficient of weekly 
inflation, is distributed to a certain number of 
network participants. They are chosen by other 
participants’ votes — ​everyone can vote once 
for someone else; the vote is weighted by the 
number of lumens on the balance. Anyone who 
gains more than 0.05% of the total number of 
votes (i. e., from the total number of coins) is 
rewarded from the weekly fee pool.

Again, three main consensus mechanisms 
used to create cryptocurrencies today are 
proof-of-work, proof-of-stake and proof-of-
authority (the algorithm based on solving the 
Byzantine Generals’ Problem). Each of them 
has its flaws and weaknesses. For example, a 
not-so-popular cryptocurrency based on PoW 
can be attacked by temporary rental of huge 
computing power (which has been done several 
times and is called “51% attack”).

Cryptocurrencies based on PoS are poten-
tially vulnerable to other types of attacks, such 
as “deep attacks”. If someone gains control over 
wallets containing already spent coins, s/he will 
be able to “roll back” the time until the mo-

2  Note, that two most common and well-known cryptocur-
rencies — ​Bitcoin and Ether — ​use the non-hybrid consensus 
mechanism.
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ment when these wallets contained coins, and, 
having thus obtained 51% of the coins, build an 
alternative blockchain. If this new alternative 
blockchain is longer than the main one, the at-
tacker will change the contents of the block-
chain backdated. Additional mechanisms, for 
example, dynamic checkpoints, are used to pro-
tect against such attacks. Overall, PoS turned 
out to be more stable than Po W. Nevertheless, 
it is now quite common to use both consensus 
mechanisms for issuing cryptocurrencies, since 
it reduces the overall risk of cyber-attacks.

DEFINITIONS OF CRYPTOCURRENCY 
AND ITS FUNCTIONS

There is no single definition of cryptocurrency. 
For example, the Bank for International Settle-
ments (BIS) equates the concepts of “virtual cur-
rency” 3, “digital currency” and “cryptocurrency” 4 
and defines “digital currency” based on the fol-
lowing key characteristics:

•  issued only electronically;
•  is not issued in national currencies and is 

not related to them;
•  is no one’s obligation (unlike traditional 

money);
•  has zero intrinsic value, i. e. does not gen-

erate a stream of payments;
•  is used for peer-to-peer exchange, i. e. di-

rect (decentralized) exchange between the 
parties in the system using distributed ledger 
technology;

•  is an asset with some characteristics of 
money (in particular, it is a means of payment).

Thus, the BIS interprets cryptocurrency as 
an asset with a number of unique characteris-
tics. It is noteworthy that the BIS calls digital 
currencies potential substitutes for electronic 
money. Traditionally, the concept of money is 

3  Definition in ECB report (see European Central Bank. Virtual 
currency schemes. ECB Report. 1–55, October 2012): “A virtual 
currency is a type of unregulated, digital money, which is is-
sued and usually controlled by its developers, and used and ac-
cepted among the members of a specific virtual community”.
4  See Bank of international settlements, CPMI. Digital curren-
cies. 2015; Bank of international settlements, CPMI. Central 
bank digital currencies. 2018.

defined through its functions 5. In particular, ac-
cording to the ECB report 6, “money is anything 
that is used widely to exchange value in trans-
actions. It functions as a medium of exchange, 
storage of value and unit of account”. Bank-
notes and coins are usually just a small part of 
the country’s total money supply. According to 
the UK Financial Conduct Authority 7, electronic 
money (e-money) is electronically (including 
magnetically) stored monetary value, repre-
sented by a claim on the issuer, which is issued 
on receipt of funds for the purpose of making 
payment transactions. It must be accepted as a 
means of payment by a person other than the 
electronic money issuer. Types of e-money in-
clude pre-paid cards and electronic pre-paid 
accounts for online use

The ECB defines electronic money (e-mon-
ey) as “an electronic store of monetary value 
on a technical device that may be widely used 
for making payments to entities other than the 
e-money issuer. The device acts as a prepaid 
bearer instrument which does not necessarily 
involve bank accounts in transactions” 8. As a 
rule, electronic money is stored in the same ac-
count as the fiat money used to create electron-
ic money. It is different for cryptocurrencies.

The ECB refers to cryptocurrencies as to 
“decentralized, bi-directional virtual currency 
schemes” 9. The term “virtual currency” is de-
fined as a digital representation of value, not 
issued by a central bank, credit institution or 
e-money institution, which in some circum-
stances can be used as an alternative to money. 
The term “virtual currency scheme(s)” is used 

5  Note, that in work [3], one of the earliest studies of the theo-
retical direction of the new monetarism and the economics of 
payments, money is identified with “memory” about the good 
behavior of an economic agent in the past: if “today” a person 
has money, it means “yesterday” they made their goods deliv-
ery commitments to the counterparty.
6  European Central Bank. Virtual currency schemes — ​a further 
analysis. ECB Report; February 2015:1–37.
7  URL: https://www.fca.org.uk/firms/payment-services-regu-
lations-e-money-regulations (accessed on 23.09.2019).
8  URL: https://www.ecb.europa.eu/stats/money_credit_banking/
electronic_money/html/index.en.html (accessed on 23.09.2019).
9  European Central Bank. Virtual currency schemes — ​a further 
analysis. ECB Report; February 2015:1–37.
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to describe both the aspect of value and that of 
the inherent or in-built mechanisms ensuring 
that value can be transferred.

The International Monetary Fund (IMF) also 
does not provide a strict definition of crypto-
currency. However, according to the IMF, cryp-
tocurrencies are generally not currencies but 
rather assets and high-risk investments 10.

In accordance with Article 2 of the Draft 
Federal Law of 25.01.2018 “On digital financial 
assets” of the Ministry of Finance of the Rus-
sian Federation, “cryptocurrency is a type of 
digital financial asset created and recorded in 
a distributed ledger of digital transactions by 
participants of this ledger in accordance with 
the rules for maintaining a digital transaction 
ledger”  11.

The question comes up: which of the above 
properties of money do cryptocurrencies per-
form?

Today, cryptocurrencies partially fulfill the 
function of a means of payment, since certain 
groups of economic agents are ready to accept 
them as payment for goods and services. Ac-
cording to the BIS report 12, “money is an in-
dispensable social convention backed by an 
accountable institution within the State that 
enjoys public trust”. However, to use a certain 
instrument as a means of payment, it is more 
important that there is an analogue of the “so-
cial convention” between agents than the va-
lidity of such a means of payment 13.

Today, cryptocurrencies are not secure 
savings or a unit of account due to the high 
volatility of the main cryptocurrencies. The 

10  International Monetary Fund. Money, transformed. The fu-
ture of currency in a digital world. Finance and development. 
2018;55(2).
11  Ministry of Finance of Russia. Draft Federal Law of 05.22.2018 
“On Digital and Financial Assets”. January 2018. URL: https://
www.minfin.ru/ru/document/%3Fid_4%3D 121810 (accessed 
on 23.09.2019).
12  Bank of international settlements, CPMI. Central bank digital 
currencies. 2018.
13  In certain periods, e. g., hyperinflation, the money issued by 
the central bank may lose the trust of economic agents due 
to a significant and continuing decline in purchasing power. 
In such cases, agents may switch to more reliable instruments 
that in terms of preserving the purchasing power (not fixed by 
law as a means of payment) for transactions or barter.

exchange rate of cryptocurrency is based on 
supply and demand. In this regard, two as-
pects influence the high volatility of exchange 
rates: first, the high speculative component 
in demand and, second, the limited crypto-
currency supply, i. e. the complexity of elastic 
expansion of its supply in response to market 
demand. For this reason, cryptocurrencies to-
day cannot be a reliable means of preserving 
purchasing power. The cryptocurrency volatil-
ity is also explained by the fact that crypto-
currencies are an inconvenient unit of account 
due to frequent price revisions expressed in 
units of cryptocurrencies. Besides, the high 
volatility of the exchange rate (coupled with 
the fact that cryptocurrencies are no one’s ob-
ligation 14) discredits cryptocurrencies, which 
also does not contribute to their distribution 
as “good money” 15.

Unlike “money”, cryptocurrencies perform 
a unique function of transferring and storing 
information. First, cryptocurrency blockchains 
store all secure and immutable transaction in-
formation. In this regard, this data source can 
always be addressed to resolve any issues. Sec-
ond, many cryptocurrencies are specifically 
designed so that writing smart-contracts easy. 
This allows not only to get rid of intermediar-
ies and reduce time and money costs for many 
types of transactions, but also record informa-
tion about these transactions in blockchain, 
which cannot be changed by unscrupulous 
counterparties.

The BIS defined cryptocurrency as an asset, 
calling a more detailed consideration of the 
characteristics that formally satisfy assets in 
general and financial assets in particular. Ac-
cording to the Organization for Economic Co-

14  There are two ways to issue cryptocurrencies: decentral-
ized — ​by a network of users, and centralized — ​by one or a 
group of agents. Regardless of the method of issue, “tradi-
tional” cryptocurrencies are not an obligation of any economic 
agent, unlike the money of the central bank.
15  Individual national currencies show high fluctuations in 
prices (exchange rates) of one currency regarding another in 
relatively short intervals. In fact, any good or durable asset 
that can be saved for future use is a potential store of value, 
and in this regard, some of them are more reliable than money.
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operation and Development (OECD) 16, assets 
are entities functioning as stores of value and 
from which economic benefits may be derived 
by their owners by holding them, or using them, 
over a period of time. As mentioned earlier, 
cryptocurrency is not a secure saving, in other 
words, it does not have stable purchasing power 
over a long period of time. At the same time, 
the issue of property rights in the context of 
cryptocurrency is controversial and depends on 
the legislative regulation in each country.

Cryptocurrencies often do not provide the 
owner with a stream of payments, unlike land, 
real estate, or stocks and bonds 17. The argu-
ment that is usually used to explain the lack of 
intrinsic (fundamental) value in cryptocurren-
cies, which is confirmed in some econometric 
studies, in particular by work [4].

At the same time, the demand for cryptocur-
rency is largely related to the expectations of 
agents regarding the increase in its exchange 
rate, and in this context, cryptocurrencies can 

16  OECD. Glossary of Statistical Terms (Assets). URL: https://
stats.oecd.org/glossary/detail.asp? ID=2974 (accessed on 
23.09.2019).
17  Note, that the stellar cryptocurrency implies an increase in 
coins on the account at a rate of 1% per year.

provide their owners with the economic ben-
efits of storage. Financial assets, as defined 
by the OECD 18, in addition to the above char-
acteristics, are someone else’s obligation; this 
condition is not satisfied for cryptocurrencies 
in their classical sense. Thus, cryptocurrencies 
satisfy individual properties of assets in their 
broad interpretation. Today, verifying how 

“standard” pricing models for financial assets 
can describe cryptocurrencies is a popular area 
of ​​research in applied finance [5–9]. In particu-
lar, the works test the capabilities of the CAPM, 
APT or multifactor models to adequately de-
scribe the dynamics of cryptocurrency prices. 
The literature also raises the question of risk 
diversification of an investment portfolio with 
cryptocurrencies [10, 11].

Table 1 illustrates a comparison of crypto-
currencies with money and assets.

Howmuch.net data 19 also proves the negligi-
ble share of cryptocurrencies compared to other 
types of assets. Nevertheless, cryptocurrencies 

18  OECD. Glossary of Statistical Terms (Financial Assets). URL: 
https://stats.oecd.org/glossary/detail.asp? ID=961 (accessed 
on 23.09.2019).
19  URL: https://howmuch.net/articles/worlds-money-in-per-
spective‑2018 (accessed on 23.09.2019).
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Table 1
Comparative analysis of cryptocurrencies as money and asset

Features Money Assets Financial assets Cryptocurrencies

Store of value Yes Yes Yes No

Means of payment Yes No No Partially

Unit of account Yes No No No

Granting ownership No Yes Yes Yes

Providing the owner with economic benefits 
through storage or use

Possible* Yes Yes Possible

Is the obligation of the other party Yes No Yes No

Information transfer and storage function No ** No No Yes

Source: compiled by the authors.

* Assuming that this is the narrowest monetary aggregate (M0), the benefit may occur during deflation. The benefit of storing 

components of wider monetary aggregates is due to the presence of interest income.

** Except for considering the concept “money is memory”, according to which possessing money by an economic agent is the evidence 

that s/he had conscientiously fulfilled his obligations to the counterparty.
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have become a very important topic discussed 
in recent years in the literature, and their de-
velopment prospects are an open question.

CRYPTOCURRENCIES vs TRADITIONAL 
PAYMENT SYSTEMS

Our analysis shows that cryptocurrencies can 
be used as a means of payment, but they cannot 
serve as a reliable unit of account or a means of 
saving.

In addition to the fundamental problem of 
trust in cryptocurrencies, which are no one’s 
obligations, and inelasticity or insufficient flex-
ibility of the offer by some cryptocurrencies, 
other limitations of cryptocurrency payment 
systems are also highlighted [12–14].

The first problem is associated with the low 
transaction speed in blockchain of most cryp-
tocurrencies. For example, according to the 
BIS 20 and howmuch.net, Bitcoin is able to con-
duct only 7 transactions per second, while the 
traditional Visa and Paypal payment systems — ​
24,000 and 193, respectively. On the other hand, 
such projects as Ripple, EOS and Futurepia are 
capable of carrying out 1,700.3 thousand and 
even 300 thousand transactions per second, re-
spectively, which indicates their high potential 
in this area.

The next limitation of cryptocurrency sys-
tems is associated with insignificant volumes 
of transactions compared to payments made 
through retail and wholesale payment systems 
around the world. In addition, there is a fee 
volatility due to hardware restrictions on the 
amount of information per one block: increas-
ing demand for transfers in the system leads to 
increasing fees.

The composition of market participants 
who are ready to use cryptocurrency systems 
is limited 21, and the energy footprint required 
for cryptocurrency mining is high. The in-

20  Bank of international settlements. BIS Annual Economic Re-
port. 2018.
21  At the same time, the largest banks, in particular Barclays 
and HSBC, declare their interest in the new technology and 
participate in the project to create an international payment 
system based on blockchain.

crease in computing power is accompanied by 
an equivalent increase in electricity consump-
tion. According to the results by O’Dwyer and 
Malone [15], the entire mining network is on 
par with Ireland for electricity consumption 
in 2009–2014. In fact, the authors conclud-
ed that the monetary cost of the energy and 
equipment should be compared to the reward 
for miners. According to digiconomist.net es-
timates, in 2017, 32.7 TWh were spent on Bit-
coin mining, which is comparable to the an-
nual energy consumption of Serbia, Denmark 
or Belarus, and 11.1 TWh — ​on Ethereum min-
ing, which is approximately equal to the ener-
gy consumption of Zambia or Lithuania. As a 
comparison, in 2017, Moscow spent 105 TWh. 
Currently, the annual electricity consump-
tion for Bitcoin mining is 73.12 TWh, which 
is comparable to Austria’s energy consump-
tion 22.

It is also important that traditional pay-
ment systems consume much less electricity 
than the Bitcoin payment system or any oth-
er blockchain payment system based on PoW, 
which implies mining. For example, the cost of 
energy consumption per transaction for Bitcoin 
is equal to that of almost 600 thousand Visa 
transactions 23.

Information should be stored if payments will 
be made using blockchain. According to the BIS 
estimates 24, starting from 1 July 2018, all elec-
tronic non-cash retail transactions 25 are pro-
cessed via a cryptocurrency, hypothetical ledger 
size for nationwide retail cryptocurrency in the 
Euro area, China and the United States will be 
more than 45, 80 and 105 TB by 2021, respec-
tively. A problem will arise if this information 
needs to be stored in all blockchain nodes.

22  URL: https://digiconomist.net/bitcoin-energy-consumption 
(accessed on 23.09.2019).
23  URL: https://www.statista.com/statistics/881541/bitcoin-
energy-consumption-transaction-comparison-visa/ (accessed 
on 23.09.2019).
24  Bank of international settlements. BIS Annual Economic Re-
port. 2018.
25  The calculations were made not for all countries of the Euro 
area, but only for France, Belgium, the Netherlands, Germany 
and Italy.

DIGITAL FINANCIAL ASSETS



43financetp.fa.ru

Another serious issue is whether use and 
storage of cryptocurrencies is reliable and safe 
regarding no-failure operation of the technol-
ogy? People should be sure of the low vulner-
ability of cryptocurrencies to fraud and mal-
functions. So far, the technical security of dis-
tributed ledger technology has not been tested 
on a large scale. At the same time, changing 
the ledger with a large number of nodes will be 
more difficult, since a huge number of copies 
will have to be manipulated at the same time. 
On the other hand, the consensus protocol 
can be manipulated by a malicious participant 
(group of participants) who controls the major-
ity of votes or computing power (“consensus 
capture”). Moreover, cryptographic methods 
that are secure today may be hacked in the fu-
ture if computing power continues to increase. 
Bruno Huttner [16] also noted anticipated 
threats to blockchain technology and digi-
tal currencies from quantum computers. The 
advent of quantum computing over the next 
10–15 years current cryptography might not be 
so secure anymore. In other words, as a result, 
quantum computers may well bypass the exist-
ing security system that underlies blockchain 
and digital currencies.

The anonymity of cryptocurrencies (or pseu-
donymity) carries the risk of potential money 
laundering or terrorist financing. If the law 
does not require this, user information can be 
protected from disclosure to third parties and 
governments, while criminals can be held back 
by the risk of investigation and prosecution. 
Banks whose business will be associated with 
cryptocurrencies will have to comply with the 
Know Your Customer rule and the requirements 
for combating money laundering and terrorist 
financing when conducting their operations 
with cryptocurrencies.

Nevertheless, it is possible to list benefits 
of blockchain based payment systems vs tradi-
tional payment systems, mentioned in the lit-
erature 26. The first benefit is the lack of need 

26  URL: https://medium.com/menapay/traditional-payment-
systems-vs-blockchain-payment-systems‑1fbccff56b87 (ac-
cessed on 23.09.2019).

for a central authority. In traditional payment 
systems, there is an authority like a bank that 
is able to control all customer’s actions through 
their system. Banks have all the information 
about customer payments and other person-
al information. There is a potential risk that 
banks may share this information with third 
parties. Blockchain-based payment system is 
more secure and transparent for customers in 
terms of data protection. However, state bodies 
are able to identify people in case of suspicions 
or evidence of their involvement in illegal ac-
tivities.

The second benefit is the lack of need for a 
high budget for security. Traditional systems, 
including banks and payment system opera-
tors (like Visa or Mastercard) spend vast sums 
of money in order to protect the customer data 
(they build servers, security teams and control 
teams that have a high effect in their budget 
management). Blockchain system carries the 
risks of a “51% attack” or a “deep attack”, but 
such a hack for criminals is also associated with 
high costs. Therefore, if the cryptocurrency sys-
tem is large enough and there are many users 
in the blockchain payment system, it can be 
considered safe at the current time.

The third benefit of blockchain payment sys-
tems is instant cash-out. This argument is con-
troversial. Banks require a settlement time to 
cash-out company’s revenue, while blockchain 
payment systems provide an easier and faster 
cash-out process without any settlement rate. 
Of course, this does not apply to the customer’s 
cash-out from their payment card linked to the 
bank account. A wide network of ATMs around 
the world makes it possible to receive cash 24/7 
at minimal cost.

The fourth benefit is the fact that fees in 
cryptocurrency systems are acceptable and rea-
sonable. However, this argument is also contro-
versial. On the one hand, traditional payment 
systems include various payment intermediar-
ies: a payment system operator, a customer’s 
bank and a seller’s bank, and all of them require 
a commission and transaction fees. In a decen-
tralized system, i. e. in blockchain payment sys-
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tems, transaction fees are determined by the 
participants — ​supply and demand in the mar-
ket. It is expected that this method should lead 
to a reduction in commission fees compared 
to traditional payment systems. On the other 
hand, one of the main problems of cryptocur-
rency markets is the high volatility of commis-
sions. Moreover, during periods of abnormally 
high prices for cryptocurrencies, commission 
fees also increase sharply. For example, trans-
action fees in the Bitcoin system reached $ 55 
as of December 22, 2017 — ​the peak cryptocur-
rency price period 27.

The fifth benefit is the ability to make fast 
international transfers. Especially in cross-bor-
der transactions, traditional payment systems 
fail in giving a fast service. Blockchain helps its 
customers to make a lot faster transactions be-
tween peers in international payments.

There are also several developed interna-
tional payment models based on central bank 
digital currencies (CBCD) 28. In wholesale pay-
ment systems of central bank digital curren-
cies, like in traditional wholesale payment 
systems using reserves for settlement trans-
actions, there are credit, settlement, opera-
tional and liquidity risks. The relationship 
of these risks in payment systems based on 
central bank digital currencies is currently 
unknown and may significantly differ from 
the distribution of risks in traditional pay-
ment systems. Mitigation or optimization 
(compromise) of risks will largely depend on 
the technical solutions chosen to make pay-
ments (issuing “protocols”, an intraday li-
quidity policy, interest payments on central 
bank digital currencies, etc.). It is assumed 
that technical solutions can reduce credit, 
settlement, operational and liquidity risks 
in the wholesale payment systems of central 
bank digital currencies. According to Project 

27  URL: https://bitinfocharts.com/comparison/bitcoin-trans-
actionfees.html (accessed on 23.09.2019).
28  See Bank of Canada, Bank of England. Cross-border Interbank 
payments and Settlement. Emerging opportunities for digital 
transformation. November 2018. A detailed discussion of cen-
tral banks digital currencies is beyond the scope of this paper.

Ubin 29, distributed ledger technology is a po-
tential opportunity to improve domestic se-
curities transactions by offering the calcula-
tions of Delivery-vs-Payment (DvP) in cases 
of significant improvements in cross-border 
payments (payment versus payment) and se-
curities transactions (DvP).

Thus, the infrastructure of traditional and 
cryptocurrency-based payment systems reveals 
the main differences between them, as well as 
advantages and disadvantages.

In the literature, as well as among econo-
mists and market participants, the compara-
tive advantages and disadvantages of various 
cryptocurrency payment systems are discussed. 
Cryptocurrencies Bitcoin, Ripple, and Ethere-
um are the most interesting to compare. Ripple 
is the one that most corresponds to the pay-
ment system in the traditional sense. The lat-
ter dominates both Bitcoin and Ethereum in 
terms of transaction speed (analogue of RTGS, 
real-time gross settlement system, payment 
system with currency exchange) and coin scal-
ability. Ethereum is a decentralized platform 
that launches smart contracts, so its scope is 
not limited to payments. As for Bitcoin, it is 
still the main cryptocurrency for payments and 
investment.

The following sections are devoted to the 
view of economic theory on the concept of 
cryptocurrency.

TRADITIONAL 
MONETARY-FINANCIAL MODELS 

AND CRYPTOCURRENCIES
Attempts to define cryptocurrencies in terms 
of usual established economic and financial 
categories led to a discussion to what extent 
cryptocurrencies are private money. First of all, 
it is about comparing them with historical ex-
amples of means of payment, as well as with 
Hayek private bank money [17] in the context of 

29  Bank of America, Merrill Lynch, BCS Information Systems, 
Credit Suisse, DBS Bank, HSBC, J. P. Morgan, Mitsubishi UFJ 
Financial Group, OCBC Bank, R 3, Singapore Exchange, and 
UOB Bank. The future is here. Project Ubin: SGD on Distributed 
Ledger. 2017.
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the potential crowding out of state money with 
“private” ones 30.

Hayek wrote this work when reducing infla-
tion was an acute problem and, according to 
Hayek, could not be solved due to the seignior-
age the authorities resorted to. The author be-
lieved that the regulation of monetary issuance 
leads to loss of efficiency of the monetary sys-
tem, and that currency should be considered an 
ordinary commercial product and produced in 
a competitive (market) way. In the result of the 
competition, there will remain only the curren-
cies that will best fulfill the functions of money, 
i. e. serve as a means of payment and store their 
value in time. Table 2 compares Hayek money 
and cryptocurrencies. It is clear that they for-
mally represent different economic phenomena, 
mainly due to the fact that most cryptocurren-
cies are no one’s obligation, unlike the money 
of private commercial banks.

According to formal definitions of cryptocur-
rencies, as well as to what we see in practice, 
cryptocurrency is no one’s obligation. Never-

30  Speaking of historical examples of private money, we mean, 
for example, debt receipts in China of the X–XII centuries, 
money secured by silver in Japan of the XV–XVI centuries, 
banknotes in the form of receipts confirming the deposit 
of metal money in Europe (Venice, Holland) XVII century. 
Сrowding out central bank money by private money is based 
on the idea that inflation, due to coin corruption or seignior-
age, reduces the purchasing power of state money and discred-
its it. One of the most striking examples of mass corruption 
of coins and high inflation is the XVII century coin crisis in 
central European countries located on the territory of modern 
Germany, called “Kipper- und Wipperzeit” (literally “Tipper 
and See-saw time”). For more information on the origin of pa-
per money and central banks, see work [18].

theless, some private digital currencies have 
appeared on the market (also called cryptocur-
rencies by their issuers), and their exchange 
rate is fixed in some national currencies. In 
other words, there are exceptions when a digi-
tal currency issuer declares its obligation to 
exchange digital coins for another asset, e. g. 
the US dollar. Cryptocurrencies that have some 
kind of guarantee regarding the price volatility 
are called stablecoins. Centralized stablecoins 
are cryptocurrencies with a central issuer that 
is involved in the production of crypto tools 
and the storage of their security in their ac-
counts. These currencies can be divided into 
two groups:

1. Guaranteed by fiat currency.
2. Guaranteed by any traded goods or asset 

(meaning exchange goods).
There are also so-called decentralized sta-

blecoins. These are cryptocurrencies guaran-
teed by another cryptocurrency (non-fiat cur-
rency or an asset, as discussed above).

NEW MONETARISM, ECONOMICS  
OF PAYMENTS AND CRYPTOCURRENCY

We reviewed the discussion regarding the eco-
nomic nature of cryptocurrencies and crypto 
assets. The question comes up whether there 
are any formal models explaining potential 
benefits and consequences of using cryptocur-
rency? Today, there are only a few theoretical 
works and formal models describing the behav-
ior of cryptocurrency and the cryptocurrency 
market. The reason for this is that traditional 
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Table 2
Comparative analysis of Hayek money and cryptocurrencies

Hayek money Cryptocurrencies

Currency issuance Centralized Decentralized

Is it anyone’s obligation? Commercial issuing bank’s No

Currency deissuance Possible Depends on protocol

Interest rate Yes
Not at the moment, since the relevant credit and 

deposit operations were not distributed

Source: compiled by the authors.
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economic theory does not have the tools nec-
essary to work with cryptocurrencies. The only 
theoretical exception that analyzes cryptocur-
rencies within strict models is the new mon-
etarist approach, and specifically one of its sec-
tors, the economics of payments 31.

In his work [23], Waknis built a dual currency 
version of Lagos & Wright money search model 
[24]. His goal was to answer the fundamental 
question of monetary theory: whether currency 
can be efficiently provided by private competi-
tive money suppliers 32 and whether competitive 
money supply is more efficient than a monopo-
ly? This is an important issue both theoretically 
and practically due to the recent emergence of 
various financial instruments and cryptocur-
rencies, which can serve as a means of payment 
and to some extent savings, i. e. potentially act 
as money. The competition between these in-
struments raises the question of an effective 
way to conduct transactions and the best mon-
etary policy in the world with a competitive 
money supply. Waknis presented a model with 
a centralized market as an infinitely repeating 
game between a long-lived player (suppliers of 
money) and a short-lived player (continuum of 
agents).

There are two sub-periods:
1.  A day sub-period where special goods 

are traded in a decentralized market. The de-
centralized market is characterized by trading 
frictions and hence money gets valued for the 
liquidity services it provides.

2.  A night sub-period where a general good 
is traded in a centralized Walrasian market. 
The night trading is anonymous and is used by 
agents to trade in the general good and rebal-
ance their portfolios.

The economy is characterized by imperfect 
memory and record keeping to rule out credit 
transactions 33. To describe the equilibrium we 
begin by describing the value functions, taking 

31  For more details, see works by Williamson S. and Wright R. 
[19, 20], and by Nosal E. and Rocheteau G. [21, 22].
32  In this case, private competitive money supplier include 
cryptocurrency suppliers.
33  For more details, see Kocherlakota [3] and Wallace [25].

as given the terms of trade and distribution of 
monies. The state variables for the individual 
include his real money balances and a vector of 
aggregate states and the growth rates of cur-
rency R and B respectively; Rφ and Bφ are the 
value of money in currency R and B respectively, 
in the centralized market 34. The value functions 
of agents depend on their entry into two exist-
ing markets: centralized and decentralized. Val-
ue functions also depend on standard “search 
and coincidence” parameters: a probability of a 
meeting, a single coincidence meeting, and and 
that of a barter exchange.

There are two monetary authorities, BankR 
and BankB issuing R and B currency respec-
tively. New money is issued by the money sup-
pliers in the centralized market to consume the 
general good 35. The author models the choice 
of monetary growth rate under no commit-
ment as an infinitely repeated game. Because 
the short lived player optimizes myopically i. e., 
is concerned only with optimizing current pe-
riod consumption and the money that it carries 
out of the centralized market — ​it always plays 
Nash response and hence the equilibrium out-
comes lie on its best response function. As the 
money suppliers’ are long run players, utility 
maximization amounts to choosing the money 
growth rate to maximize the average discount-
ed payoff.

In the centralized market, the game is mod-
elled as dynamic with two money suppliers, 
maximizing their utility, and a continuum of 
economic agents. The author showed that the 
Nash equilibrium in a static game gives the 
highest inflation tax, similar to the case with 
one issuer of money in the work by Waknis [27]. 
In the general case of infinitely repeated games, 
there are multiple equilibria. The competition 
between money suppliers and the fact that 
agents play only Nash responses transforms the 
centralized market game to a dilemma between 
the two money suppliers.

34  It represents the units of general good that be bought by one 
unit of the respective currency in the centralized market.
35  A privilege derived from access to record keeping technol-
ogy [26].
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If both the money suppliers are patient 
enough, then the equilibrium with lowest infla-
tion tax (cooperative equilibrium) is weakly re-
negotiation proof, implying that currency com-
petition is likely to generate a low inflationary 
outcome. This means that there are conditions 
under which competition between monies is 
preferable because it can lead to low inflation, 
which is in line with Hayek’s ideas discussed 
earlier.

CONCLUSIONS
The aim of this work was to write both a com-
prehensive and an exhaustive review disclosing 
the essence of cryptocurrencies, their functions, 
as well as the problems and benefits associated 
with their use. Special attention was paid to the 
technological basis of cryptocurrency issuance, 
since the features of issuance protocols are the 
starting point for discussing substantive issues 
related to the functioning of cryptocurrencies.

Despite the lack of a single definition and 
understanding of the essence of cryptocurren-
cies in the literature, the analysis allows us to 
make the following conclusions. First, crypto-
currencies do not satisfy all the characteristics 
of money and assets. Second, cryptocurrencies 
today are speculative assets that partially ful-
fill the function of a means of payment. Third, 
cryptocurrencies can have significant develop-

ment prospects in terms of making payments, 
storing and transmitting information, primarily 
due to the innovative technology on which they 
operate.

Despite their limitations (some cryptocur-
rencies currently do not have technical solu-
tions) and “internal” reliability of the crypto-
currency payment system, cryptocurrencies are 
of significant interest not only to investors, the 
public, but also to monetary policy authorities. 
The reason is that making payments by distrib-
uted ledger technology can reduce transaction 
costs and has an inbuilt function of transmit-
ting and storing information. The growth in 
demand for crypto payments led to a situation 
where not only commercial, but also central 
banks consider issuing their own digital money.

The main condition for trust in any currency, 
including cryptocurrency, and its widespread 
use by agents is the stability of its purchasing 
power (for more details see [28]). Although the 
analysis based on formal models shows that 
under certain conditions suppliers of private 
money adhere to issuing methods leading to 
low inflation, the very nature of cryptocurren-
cies contradicts the idea of centralized respon-
sibility for the financial system. Thus, crypto-
currencies cannot be regarded as a replacement 
for the existing monetary system, at least for 
now.
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